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Description 

Background of the Invention 

[0001 ] The present invention relates to an illegal view/ 
copy protection method and apparatus for a digital 
broadcasting system, in which digital broadcasting per- 
formed through broadcasting media such as cable, sat- 
ellite and terrestrial broadcasting, or through prerecord- 
ed media such as video cassette tapes, is prevented 
from being illegally viewed or copied to thereby protect 
its copyright. 

[0002] For conventional systems for copyright protec- 
tion on digital media, there are Macrovision's intellectual 
property protection system (IPPS), which is disclosed in 
US Patent No. 5,315,448, and the integrated receiver/ 
decoder (IRD), a conditional receiving system for digital 
broadcasting media, for receiving DirecTV's satellite 
broadcasting currently transmitted in the US. 
[0003] The Macrovision's IPPS disclosed in US Pat- 
ent No. 5,315,448 is a copy protection system for a hy- 
brid digital VCR having digital recording functions for 
both a digital input signal and an analog input signal. 
[0004] As shown in Figs. 1 and 2, in operating its copy 
protection function, Macrovision's IPPS detects, when 
a digital signal is input, copy protection control bits from 
an input signal, and when an analog signal is input, de- 
tects the analog copy protection waveform from the in- 
put signal. 

[0005] More specifically, as shown in Fig. 2, a signal 
in which the analog copy protection waveform generat- 
ed from an analog copy protection generator is added 
to the analog video output of the output signals of the 
digital VCR is output and displayed to be normal on an 
analog TV but distorted on an analog VCR, as shown in 
Fig. 1. In digital recording of the input signal, the copy 
protection control bits are changed to prevent digital 
copy or to permit one-time digital copy. 
[0006] Referring to Fig. 3, the IPPS comprises an an- 
alog copy protection detector (ACP) 2 for detecting the 
analog copy protection waveform from an input analog 
NTSC video signal 1, an A/D converter 3 for A/D-con- 
verting analog NTSC video signal 1 input according to 
the signal output from the ACP detector, an AC bit de- 
tector 5 for detecting the AC bit from input digital video 
signal 4, an SCPS bit detector 6 for detecting the SCPS 
from input digital video signal 4, an AC bit adder 7 for 
adding the AC bit to input digital video signal 4 according 
to the SCPS bit output from SCPS bit detector 6, a 
switch 8 for outputting a signal output from AC bit adder 
7 according to the AC bit output from AC bit detector 5, 
a switch 9 for selecting and outputting the signal output 
from A/D converter 3 and switch 8, a digital tape deck 
mechanism/circuit 10 for digitally recording the signal 
output from switch 9 and outputting a digital video signal, 
an AC bit detector 11 for detecting the AC bit from the 
signal output from digital tape deck mechanism/circuit 
1 0, an ACP signal generator 1 2 for generating the ACP 



signal from the signal output from AC bit detector 11, 
and a D/A converter 1 3 for adding the ACP signal output 
from ACP signal generator 12 to the signal output from 
digital tape deck mechanism/circuit 1 0 and D/A convert- 
5 ing the added result which is output as an analog NTSC 
video signal. 

[0007] The operation of the I PPS will be explained be- 
low. 

[0008] The copy protection control bits are made up 
10 of the AC and SCPS bits. The AC bit is added to record- 
ed digital video data so that if the AC bit is set, digital 
copy is prohibited and if the SCPS bit is set, one-time 
digital copy is allowed. 

[0009] In playback, when the AC bit is detected by AC 
15 bit detector 11, the analog copy protection waveform 
generated from ACP signal generator 1 2 is added to the 
analog video signal, which is output to D/A converter 1 3. 
Here, as the position of the copy protection control bits 
of the digital video data, an area of an MPEC-2 digital 
20 copy protection header where one-bit copyright flag and 
one-bit original-or-copy flag of a PES header are placed 
is used, or a transport-private-data field area of the 
transport header of the MPEC-2 is used. 
[0010] The analog copy protection waveform is a sig- 
25 nal which is severely distorted when inserted into the 
analog NTSC waveform and directly coupled to the an- 
alog TV. A method of generating such a signal is pre- 
sented in US Patents Nos. 4,613,603 and 4,914,694. 
Using this method, the IPPS generates the analog copy 
30 protection waveform. 

[0011] Referring to Fig. 4, the IRD, as a conditional 
receiving system for digital broadcasting media, for re- 
ceiving the DirecTV's satellite broadcasting currently 
transmitted in US comprises an outdoor unit (ODU) 21 
35 made up of a satellite antenna for receiving 1 2GHz-sat- 
ellite broadcasting signals and a low noise block con- 
verter (LNB) for converting down the received satellite 
broadcasting signal into a IGHz-signal, an IRD 20 for 
receiving satellite broadcasting from ODU 21 and offer- 
ee ing audio and video services to a subscriber's TV or 
monitor, and an access card 22 required for conditional 
access (CA) for conditional reception. 
[0012] Here, IRD 20 performs forward error correction 
(FEC), decoding, transport demultiplexing, MPEG de- 
45 coding, NTSC encoding, and audio processing which is 
a D/A conversion. 

[0013] Access card 22, whose size is similar to that of 
a general credit card, has a built-in IC. With this, the card 
receives CA-related information through a broadcast bit 
50 stream and telephone line, that is, a telco MODEM, in 
order to decide whether a user, subscriber, -selected 
channel can be viewed or not and to collect its subscrip- 
tion fee. 

[0014] As shown in Fig. 4, IRD 20 comprises an IR 
55 receiver 25 for receiving and processing the subscrib- 
er's remote controller input, a telco MODEM 26 which 
is a general MODEM coupled to the telephone line, a 
microcomputer 27 made up of an NDC verifier code in- 
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eluding software for the CA function and IRD software 
for IRD driving, a tuner/demodulator/FEC 28 for select- 
ing one channel of the signal received through ODU 21 
and converting the selected channel into a digital bit 
stream for the purpose of error correction, a transport 
IC 29 for selecting one program of bit streams output 
from tuner/demodulator/FEC 28 and multiplexed with 
various programs, and converting the selected program 
into a bit stream decodable in the MPEG video decoder 
and MPEG audio decoder, a card reader interface 23 
for data communication between transport IC 29 and ac- 
cess card 22, a system memory 24 coupled to transport 
IC 29 and for intermediate buffering of data, an MPEG 
video decoder 30 for expanding a video bit stream com- 
pressed in the MPEG format, a frame memory 31 for 
storing video data expanded in MPEG video decoder 30 
in units of frame, an encode/sync/anti-tape/D/A 33 for 
converting the digital video data expanded in MPEG vid- 
eo decoder 30 into the analog NTSC format and insert- 
ing horizontal and vertical sync signals H-Sync and NX- 
Sync and a Macrovision-mode analog copy protection 
signal in the conversion process, an RF modulator 34 
for modulating an NTSC signal of the baseband output 
from encode/sync/anti-tape/D/A 33 into the RF band, an 
MPEG audio decoder 32 for expanding the audio bit 
stream compressed in the MPEG format, and a D/A 35 
for converting the expanded digital audio data output 
from MPEG audio decoder 32 into analog. 
[0015] Here, in the procedure of conversion into de- 
codable bit stream in the MPEG video and audio decod- 
ers from transport IC 29, it is decided whether a program 
selected through communication with access card 22 
can be viewed or not. If the bit stream is scrambled, its 
descrambling is performed with the access card's per- 
mission. 

[0016] During the process of encode/sync/anti-tape/ 
D/A 33 prior to NTSC video output, the analog copy pro- 
tection waveform is added to prohibit copying to the an- 
alog VCR. 

[0017] IRD 20 employs a CA system for conditional 
reception so that a subscriber views programs provided 
through a broadcasting medium such as satellite broad- 
casting. 

[0018] In IRD 20, the NDC verifier code, which is soft- 
ware, and access card 22, which is a smart card for CA, 
are used to support CA function. A descrambler 36 is 
contained in transport IC 29. 

[0019] The detailed block diagram of CA unit 37 and 
transport IC 29 for operating the CA function in a manner 
generally used in digital broadcasting is shown in Fig. 5. 
[0020] More specifically, CA unit 37, included in smart 
card 22, is made up of smart card 38 for CA and micro- 
computer 39 operated with CA software. 
[0021 ] The CA function is performed when the follow- 
ing two kinds of data are transmitted from a broadcast- 
ing station to the IRD. In other words, there are two types 
of data such as entitlement control message (ECM) or 
control word packet (CWP), and entitlement manage- 



ment message (EMM) or conditional access packet 
(CAP). 

[0022] The EMM is accessed, through the telephone 
line or satellite broadcasting, to the smart card of the 

5 respective IRD at the data rate of 200kbps. The broad- 
casting station can access all of subscribers' smart 
cards in a manner that the EMM is transmitted along 
with ID or address. The EMM has information required 
to make a control word (CW) for descrambling from the 

10 ECM information. The ECM, information in which the 
control word is encrypted, is transmitted at a speed over 
10 per second. 

[0023] For satellite broadcasting, there are Europe's 
DVB, Korea's DBS, US' echoster, and the like, aside 

15 from DirecTV Their CA function commonly uses the 
ECM and EMM information, though different means is 
provided for the respective broadcastings. 
[0024] The conventional Macrovision's IPPS is a sys- 
tem having a good performance with respect to the copy 

20 protection of analog NTSC video signal. This is an ap- 
propriate copyright protection means when a program 
supplied through a digital medium is converted into an- 
alog audio/video signal and recorded or copied through 
an analog VCR. 

25 [0025] However, the IPPS cannot guarantee a satis- 
factory protection if digital data is recorded or copied us- 
ing a digital recording medium such as digital VCR. This 
is because the IPPS uses a method of operating the 
header's flag bits, without employing, to digital data, en- 

30 coding methods such as scrambling and encryption. By 
doing so, hacking is easy to perform only by modulating 
the flag bits, resulting in very low security. 
[0026] Document EP-0267039-A discloses a satellite 
TV or cable video receiver that includes a decoder for 

35 decoding information embedded in a broadcast TV pro- 
gram. This information can be used to permit an opera- 
tor to select a program for viewing only, or viewing and 
the preparation of a copy inhibited tape of the program. 



[0027] It would therefore be desirable to provide an 
illegal view/copy protection method and apparatus for a 
digital broadcasting system in which intellectual proper- 
ties supplied via digital media and protected by copy- 
right are prohibited from being illegally recorded or cop- 
ied using a digital recording medium such as digital VCR 
by a user. 

[0028] It would also be desirable to provide an illegal 
view/copy protection method and apparatus for a digital 
broadcasting system in which data recorded on a cas- 
sette tape is always scrambled to make its hacking dif- 
ficult and protect its copyright. 

[0029] It would also be desirable to provide an illegal 
view/copy protection method and apparatus for a digital 
broadcasting system in which copyright is protected ap- 
propriately for respective media which are divided into 
broadcasting media and pre-recorded media. 
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[0030] It would also be desirable to provide an illegal 
view/copy protection method and apparatus for a digital 
broadcasting system in which intellectual properties 
supplied from a program provider are reproduced to be 
viewed on screen, copying of the intellectual properties 
copied and the number of copy are controlled arbitrarily, 
and fee for recording and copying is collected for the 
purpose of copyright protection. 
[0031 ] According to a first aspect of the present inven- 
tion, there is provided an illegal view/copy protection 
method for a digital broadcasting system comprising: an 
audio/video signal transmission step of multiplexing and 
transmitting encrypted control words, encrypted CPTC 
information for illegal view/copy protection, and an au- 
dio/video bit stream scrambled using said control words; 
and an audio/video reception step of decrypting the 
transmitted bit stream to obtain the CPTC information 
and control words, using said CPTC information to de- 
cide whether recording to cassette tape of the audio/ 
video bit stream is allowed or not, and using the control 
words to perform descrambling and decoding of the 
transmitted bit stream to output audio/video signals to a 
monitor. 

[0032] According to a second aspect of the present 
invention, there is provided an illegal view/copy protec- 
tion apparatus for a digital broadcasting system com- 
prising:a program producing portion arranged to multi- 
plex and transmit encrypted control words, encrypted 
CPTC information for prohibiting illegal view/copy, and 
an audio/video bit stream scrambled using said control 
words, to thereby make a program;a distribution medi- 
um portion arranged to distribute said program made in 
said program producing portion through a transmission 
medium; and a program receiving portion arranged to 
obtain and decrypt the CPTC information and control 
words, and to descramble and decode the audio/video 
bit stream from the program transmitted by said distri- 
bution medium portion using the control words, to use 
said CPTC information to decide whether recording to 
cassette tape of the audio/video bit stream is allowed or 
not, and to output said descrambled and decoded audio/ 
video bit stream to a monitor. 

Brief Description of the Attached Drawings 

[0033] 

Figs. 1 and 2 illustrate the operation state of a con- 
ventional IPPS; 

Fig. 3 is a block diagram of a conventional IPPS; 
Fig. 4 is a block diagram of an IRD system; 
Fig. 5 shows a configuration of general hardware 
performing CA function; 

Figs. 6A and 6B show formats of CPTC information 

of an embodiment of the present invention; 

Fig. 7 shows a state of generation copy indicating 

the number of tape recopiable; 

Figs. 8A-8D show the recording positions of the 



CPTC information of an embodiment of the present 
invention; 

Fig. 9 is a flowchart of showing the transmission 
step of an illegal view/copy protection method em- 
5 bodying the present invention; 

Fig. 1 0 is a flowchart of showing the reception step 
of an illegal view/copy protection method embody- 
ing the present invention; 

Fig. 11 is a flowchart of the CPTC information ana- 

10 lyzing step of Fig. 10; 

Fig. 12 is a flowchart of showing the reproduction/ 
rerecording step of an illegal view/copy protection 
method embodying the present invention; 
Fig. 13 shows the format of an EMM lookup table; 

15 Fig. 14 shows the format of a tape state signal; 

Fig. 1 5 is a flowchart of showing the EMM process- 
ing step; 

Fig. 1 6 is a block diagram of the whole configuration 
of an illegal view/copy protection apparatus embod- 
20 ying the present invention; 

Fig. 1 7 is a block diagram of one embodiment of the 
program receiving portion of Fig. 16; 
Fig. 18 is a block diagram of another embodiment 
of the program receiving portion of Fig. 16; 
25 Fig. 19 is a block diagram of still another embodi- 
ment of the program receiving portion of Fig. 1 6; 
Fig. 20 is a block diagram of yet another embodi- 
ment of the program receiving portion of Fig. 1 6; 
Fig. 21 is a block diagram of the IRD shown in Figs. 
30 17, 19 and 20; 

Fig. 22 is a block diagram of the IRD and DVCR of 
Fig. 18; 

Fig. 23 illustrates the flow of signals of Fig. 21 ; 
Fig. 24 is a block diagram of one embodiment of the 
35 smart card of Fig. 1 7; 

Fig. 25 is a block diagram of another embodiment 

of the smart card of Fig. 1 7; and 

Fig. 26 is a block diagram of the DVCR of Fig. 1 7. 

40 Detailed Description of the Invention 

[0034] An illegal view/copy protection method for a 
digital broadcasting system embodying the present in- 
vention is performed by audio/video signal transmission 
45 and audio/video reception steps. 

[0035] In the audio/video signal transmission step, 
audio/video bit stream scrambled in control words and 
information where the control words and CPTC informa- 
tion for illegal viev/copy protection are encrypted are 
50 multiplexed and transmitted. 

[0036] In the audio/video reception step, the bit 
stream transmitted in the audio/video signal transmis- 
sion step is decrypted to analyze the CPTC information 
and control words. By doing so, it is decided whether 
55 recording is allowed or not. This result is recorded on 
cassette tape. Using the control words, descrambling 
and decoding are performed, and then audio/video sig- 
nals are output to a monitor. Here, the CPTC information 
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separately manages the ECM, EMM and control words, 
and contains CA information, to thereby control illegal 
view/copy protection. The CPTC information will be de- 
scribed with reference to Figs. 6A and 6B. 
[0037] The CPTC information is formatted in a gener- 
ational copy control field for limiting the number of copy 
available in order to control the depth of generational 
copy, and a reproducibility control field for limiting the 
reproduction of a copied program in order to control the 
number of copyiable tapes. As shown in Fig. 6A, format- 
ting is performed containing a descrambling information 
field where part of the control words for descrambling 
are recorded, or containing a CA field where CA infor- 
mation for conditional access is recorded, as shown in 
Fig. 6B. 

[0038] The CPTC information may be encrypted sep- 
arately to be multiplexed with scrambled digital data, or 
contained in the ECM information for CA for encryption 
and multiplexing. Here, the generational copy control 
field is made up of a permissible generational field for 
limiting the number of copy permissible and a present 
generational field for indicating the present generation 
of a program copied. If the present generation stored in 
the present generational field is greater than or equal to 
the permissible generation stored in the permissible 
generational field, recording or copying is impossible. 
[0039] A reproduction control field is made up of a re- 
producible number field for limiting the number of repro- 
ducing a copied program, and a maximum reproducible 
time field for limiting time to reproduce the copied pro- 
gram. 

[0040] Here, the reproducible number stored in the re- 
producible number field implements a conditional- 
number reproducibility function according to the current 
reproduction number of cassette tape. The maximum 
reproducible time stored in the maximum reproducible 
time field implements the conditional-time reproducibil- 
ity function of copied cassette tape according to the cur- 
rent time information of digital hardware. 
[0041] The CPTC information may allow the copied 
cassette tape to be always reproducible, make it never 
reproducible, allow it to be reproducible as many as a 
limited number, or make the copied cassette tape repro- 
ducible for a limited time after recording or copying. 
[0042] Using the permissible generational field and 
present generational field of the generational copy con- 
trol field, the reproducible number field of the reproduc- 
tion control field, and data of the maximum reproducible 
time field, the depth of generation copy, recopying of 
copied cassette tape, and reproduction time and 
number are controlled. This process controls the 
number of copiable cassette tape copied, and reproduc- 
tion time and number. 

[0043] In other words, as shown in Fig. 7, information 
stored in the permissible generational field and present 
generational field is used to allow first and second gen- 
eration copy to be perform. Information stored in the re- 
producible number field and maximum reproducible 



time field is used to allow reproduction as many as a 
limited number or for a limited time. 
[0044] In order to prohibit illegal recording or copy of 
a program protected by copyright law, collect fee for re- 

5 cording or copy, or arbitrarily control the number of re- 
producible copied tape to be made from a program sup- 
plied by a provider, the depth of generation copy and 
reproduction of copy tape are controlled to decide how 
long the first generation recording and copy and second 

10 generation copy are made possible. 

[0045] For this purpose, the copy tape made to be al- 
ways reproducible, it is made never to be reproducible, 
it is made to be reproducible as many as a limited 
number, or it is made to be reproducible for a limited 

15 time after recording or copy. 

[0046] The data recorded on cassette tape contains 
scrambled audio/video bit stream and CPTC informa- 
tion. The CPTC information is recorded on a recording 
medium, that is, a rental tape, to prohibit illegal view/ 

20 copy. 

[0047] In other words, as shown in Fig. 8A, the CPTC 
information is overwritten on the scrambled audio/video 
bit stream for the error effect and recorded on cassette 
tape. Otherwise, as shown in Fig. SB, the CPTC infor- 
ms mation is recorded on a portion of the audio track of cas- 
sette tape, on the control track of cassette tape as 
shown in Fig. 8C, or on the video track of cassette tape 
as shown in Fig. 8D. 

[0048] In other words, as shown in Fig. 8A, the CPTC 
30 information is overwritten in a predetermined position in 
the form of error after parities for error correction, that 
is, inner and outer parities, are added to the scrambled 
digital data. This method reduces error correction capa- 
bility but requires no additional tape area for recording 
35 the CPTC information. Further, during interleaving and 
decoding of ECC, the CPTC information is recognized 
as an error and removed, obtaining the scrambled digital 
data. Here, the CPTC information is detected separate- 
ly- 

40 [0049] In case that the CPTC information is recorded 
in part of audio track or control track, as shown in Figs. 
8B and 8C, the audio head or control head must be ad- 
ditionally used as the means for detecting the CPTC so 
that audio track and control track are additionally ac- 

45 cessed to detect the CPTC information. 

[0050] The audio/video signal transmission step us- 
ing the CPTC information will be explained with refer- 
ence to Fig. 9. 

[0051] One embodiment of the audio/video signal 
50 transmission step is to transmit an audio/video signal 
not containing the CA information for conditional ac- 
cess. This, having only the copy protection function, is 
used in case that a program which can be provided to 
all viewers is transmitted. 
55 [0052] As shown in Fig. 9, the first embodiment of the 
audio/video signal transmission step comprises the 
steps of: encoding (1 00) the audio/video bit stream; gen- 
erating (1 05) a control word for scrambling; scrambling 
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(104) for the encoded audio/video bit stream using tine 
generated control word; generating (102) CPTC infor- 
mation for illegal view/copy protection; encrypting (103) 
for encrypting the control word and CPTC information; 
and multiplexing and transmitting (106) the scrambled 
audio/video bit stream and encrypted CPTC informa- 
tion. 

[0053] In other words, in step 1 00, the audio/video bit 
stream is encoded. In step 105, the control word for 
scrambling is generated. In step 104, the encoded au- 
dio/video bit stream is scrambled using the generated 
control word. In step 1 02, the CPTC information for ille- 
gal view/copy protection is generated. In step 103, the 
CPTC information and CA information are encrypted us- 
ing the generated control word. The scrambled audio/ 
video bit stream, encrypted CPTC information and CA 
information are multiplexed and transmitted through a 
transmission medium in step 106. The audio/video sig- 
nal transmitted through the first embodiment of the au- 
dio/video signal transmission step is received through 
one embodiment of an audio/video reception step. 
[0054] Referring to Fig. 1 0, the firstembodimentof the 
audio/video reception step comprises the steps of filter- 
ing (1 1 0) the transmitted bit stream and decrypting (111) 
the CPTC information; analyzing (113 and 114) the 
CPTC information to generate a control word and a sig- 
nal for controlling the protection of copyright and to up- 
date the CPTC information; deciding (115) whether to 
allow recording according to the signal for controlling the 
protection of copyright to record the scrambled and 
transmitted bit stream on cassette tape; and descram- 
bling and decoding (116 and 117) the transmitted bit 
stream in the control word and outputting an audio/video 
signal. 

[0055] In other words, the bit stream transmitted in the 
first embodiment of the audio/video signal transmission 
step is filtered and the CPTC information is decrypted 
in steps 1 1 0 and 111. The CPTC information is analyzed 
to generate the control word and the signal for control- 
ling the protection of copyright, and the CPTC informa- 
tion is updated in steps 113 and 114. Whether to allow 
recording is determined by the generated signal for con- 
trolling the protection of copyright so that the scrambled 
and transmitted bit stream is recorded on cassette tape 
in step 115. Then, the transmitted bit stream is descram- 
bled and decoded in control words and output as an au- 
dio/video signal in steps 116 and 117. Here, all of the 
control word is contained in the CPTC information. 
[0056] Referring to Fig. 11 , the CPTC information an- 
alyzing step comprises the steps of detecting (1 30, 131, 
132 and 133) the permissible generation of the permis- 
sible generational field for limiting the available number 
of copy of a program of the CPTC information and the 
present generation of the present generational field in- 
dicating the present generation of the program copied, 
to thereby perform copy-impossible and update the 
CPTC information; and detecting (134, 135, 136 and 
137) the reproducible number of the reproducible 



number field for limiting the number of reproduction of 
copied programs of the CPTC information, the maxi- 
mum reproducible time of the maximum reproducible 
time field for limiting time to reproduce the copied pro- 

5 gram, and the number and time of reproduction of tape, 
to thereby process reproduction-impossible. 
[0057] The copying number limiting step comprises 
the steps of: comparing (130) the permissible genera- 
tion of the permissible generational field and the present 

10 generation of the present generational field and decid- 
ing whether the permissible generation is below the 
present generation; if the permissible generation is be- 
low the present generation, generating (131) an output 
disable signal to make copying impossible and destroy- 

15 ing the control word; and if the permissible generation 
is not below the present generation, increasing (1 32) the 
present generation by '1' and recording the result on 
cassette tape. If the permissible generation is not below 
the present generation, the CPTC information is updat- 

20 ed in step 1 33, instead of increasing the present gener- 
ation by '1 

[0058] In order to control generation copy, the permis- 
sible generation of the permissible generational field 
and the present generation of the present generational 

25 field are compared in step 130. If the permissible gen- 
eration is below the present generation, the output dis- 
able signal is generated to make copying impossible 
and the control word is destroyed in step 131. If the per- 
missible generation is not below the present generation, 

30 the present generation is increased by 'V and thus re- 
corded on cassette tape in step 132. This enables gen- 
eration copy. Here, it can be possible that generation 
copy is limited by updating the CPTC information, in- 
stead of increasing the present generation by '1 

35 [0059] The reproduction limiting step comprises the 
steps of: comparing the reproducible number of the re- 
producible number field and the reproduction number of 
tape and deciding (134) whether the reproducible 
number is below the reproduction number of tape; if the 

40 reproducible number is not below the reproduction 
number of tape, comparing the maximum reproducible 
time and reproduction time of tape, and deciding (135) 
whether the maximum reproducible time is below the re- 
production time of tape; if the maximum reproducible 

45 time is not below reproduction time of tape, turning off 
(1 36) an enable erase signal to thereby enable the cop- 
ied program to be reproduced; if the reproducible 
number is below the reproduction number of tape or the 
maximum reproducible time is below the reproduction 

50 time of tape, turning on (1 37) the enable erase signal to 
make the reproduction of the copied program impossi- 
ble so that part of or the whole program recorded on 
cassette tape is erased. 

[0060] In order to control reproduction, the reproduc- 
es ibie number of the reproducible number field and the re- 
production number of tape are compared in step 134. If 
the reproducible number is not below the reproduction 
number of tape, the maximum reproducible time of the 
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maximum reproducible time field and the reproduction 
time of tape are compared and it is decided whether the 
maximum reproducible time is below the reproduction 
time of tape in step 135. In other words, though repro- 
ducible, whether it is limited by the reproducible time 
must be checked. If the maximum reproducible time is 
not below the reproduction time of tape, the enable 
erase signal is turned off in step 136 to thereby make 
the copied program reproducible. If the reproducible 
number is below the reproduction number of tape or the 
maximum reproducible time is below the reproduction 
time of tape, the enable erase signal is turned on to pro- 
hibit the reproduction of the copied program. By doing 
so, part of or the whole program recorded on cassette 
tape is erased to make copy and reproduction impossi- 
ble in step 137. 

[0061] Here, the current time is transmitted to the user 
by a provider along with a program. In this case, the cop- 
yright protection system implements limited time repro- 
duction using transmitted time information. In this meth- 
od, the program provider manages the whole users' time 
so that time modulation by a user cannot occur. There- 
fore, this is very secure. 

[0062] The bit stream transmitted in the first embodi- 
ment of the audio/video signal transmission step con- 
tains ECM and EMM. Part of the control word may be 
contained in the CPTC information. Its remainder may 
be contained in the ECM or EMM. The whole control 
word is contained in the ECM or EMM. 
[0063] The audio/video signal containing the control 
word and transmitted according to the audio/video sig- 
nal transmission step is received according to another 
embodiment of the audio/video reception step. 
[0064] Referring to Fig. 10, the second embodiment 
of the audio/video reception step comprises the steps 
of filtering (110) the transmitted bit stream and decrypt- 
ing (111) the CPTC information and control word; filter- 
ing (118) the control word; analyzing (113 and 114) the 
CPTC information to generate a control word and a sig- 
nal for controlling the protection of copyright and to up- 
date the CPTC information; deciding (115) whether to 
allow recording according to the signal for controlling the 
protection of copyright to record the scrambled and 
transmitted bit stream on cassette tape; and descram- 
bling and decoding (116 and 117) the transmitted bit 
stream in control words and outputting an audio/video 
signal. 

[0065] In other words, the bit stream transmitted in the 
audio/video signal transmission step is filtered and the 
CPTC information and control word are decrypted in 
steps 110 and 111. The control word is filtered in step 
118. The decrypted CPTC information is analyzed to 
generate the control word and the signal for controlling 
the protection of copyright, and the CPTC information is 
updated in steps 1 1 3 and 1 1 4. Whether to allow record- 
ing is determined by the generated signal for controlling 
the protection of copyright so that the scrambled and 
transmitted bit stream is recorded on cassette tape in 



step 115. Then, the transmitted bit stream is descram- 
bled and decoded in control words and output as an au- 
dio/video signal in steps 116 and 117. 
[0066] Referring to Fig. 1 1 , in the same manner as the 

5 first embodiment of the audio/video reception step, the 
CPTC information analyzing step comprises the steps 
of: generating the control words; detecting (130, 131, 
132 and 133) the permissible generation of the permis- 
sible generational field for limiting the available number 

10 of copy of a program of the CPTC information and the 
present generation of the present generational field in- 
dicating the present generation of the program copied, 
to thereby perform copy-impossible and update the 
CPTC information; and detecting (134, 135, 136 and 

15 137) the reproducible number of the reproducible 
number field for limiting the number of reproduction of 
copied programs of the CPTC information, the maxi- 
mum reproducible time of the maximum reproducible 
time field for limiting time to reproduce the copied pro- 

20 gram, and the number and time of reproduction of tape, 
to thereby process reproduction-impossible. 
[0067] The copying number limiting step comprises 
the steps of: comparing (130) the permissible genera- 
tion of the permissible generational field and the present 

25 generation of the present generational field and decid- 
ing whether the permissible generation is below the 
present generation; if the permissible generation is be- 
low the present generation, generating (131) an output 
disable signal to make copying impossible and destroy- 

30 ing the control word; and if the permissible generation 
is not below the present generation, increasing (1 32) the 
present generation by '1' and recording the result on 
cassette tape. If the permissible generation is not below 
the present generation, the CPTC information is updat- 
es ed in step 1 33, instead of increasing the present gener- 
ation by '1 

[0068] The reproduction limiting step comprises the 
steps of: comparing the reproducible number of the re- 
producible number field and the reproduction number of 

40 tape and deciding (134) whether the reproducible 
number is below the reproduction number of tape; if the 
reproducible number is not below the reproduction 
number of tape, comparing the maximum reproducible 
time and reproduction time of tape, and deciding (135) 

45 whether the maximum reproducible time is below the re- 
production time of tape; if the maximum reproducible 
time is not below reproduction time of tape, turning off 
(1 36) an enable erase signal to thereby enable the cop- 
ied program to be reproduced; if the reproducible 

50 number is below the reproduction number of tape or the 
maximum reproducible time is below the reproduction 
time of tape, turning on (137) the enable erase signal to 
make the reproduction of the copied program impossi- 
ble so that part of or the whole program recorded on 

55 cassette tape is erased. 

[0069] Another embodiment of the audio/video signal 
transmission step is to transmit an audio/video signal 
containing the CA information for conditional access. 
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This, having the illegal reception and copy protection 
functions, is used in case that a program which can be 
provided to limited viewers is transmitted. 
[0070] As shown in Fig. 9, the second embodiment of 
the audio/video signal transmission step comprises the 
steps of: encoding (1 00) the audio/video bit stream; gen- 
erating (1 05) a control word for scrambling; scrambling 
(104) for the encoded audio/video bit stream using the 
generated control word; generating (102) CPTC infor- 
mation for illegal view/copy protection; generating (101) 
CA information for conditional reception; encrypting 
(103) for encrypting the CPTC information and CA in- 
formation; and multiplexing and transmitting (106) the 
scrambled audio/video bit stream and encrypted CPTC 
information and CA information. 

[0071] In other words, in step 100, the audio/video bit 
stream is encoded. In step 105, the control word for 
scrambling is generated. In step 104, the encoded au- 
dio/video bit stream is scrambled using the generated 
control word. In step 1 02, the CPTC information for ille- 
gal view/copy protection is generated. In step 101, CA 
information for conditional reception is generated. In 
step 1 03, the CPTC information and CA information are 
encrypted using the generated control word. The scram- 
bled audio/video bit stream, encrypted CPTC informa- 
tion and CA information are multiplexed and transmitted 
through a transmission medium in step 106. The audio/ 
video signal transmitted through the second embodi- 
ment of the audio/video signal transmission step is re- 
ceived through the second embodiment of the audio/vid- 
eo reception step. 

[0072] Referring to Fig. 10, the second embodiment 
of the audio/video reception step comprises the steps 
of: filtering (11 0) the transmitted bit stream and decrypt- 
ing (111) the CPTC information; analyzing (112, 113 and 
114) the CPTC information and CA information to gen- 
erate a control word and a signal for controlling the pro- 
tection of copyright and to update the CPTC information; 
deciding (115) whether to allow recording according to 
the signal for controlling the protection of copyright to 
record the scrambled and transmitted bit stream on cas- 
sette tape; and descrambling and decoding (116 and 
1 1 7) the transmitted bit stream and outputting an audio/ 
video signal. 

[0073] Referring to Fig. 1 1 , in the same manner as the 
first embodiment of the audio/video reception step, the 
CPTC information analyzing step comprises the steps 
of: generating a control word; detecting (130, 131, 132 
and 133) the permissible generation of the permissible 
generational field for limiting the available number of 
copy of a program of the CPTC information and the 
present generation of the present generational field in- 
dicating the present generation of the program copied, 
to thereby perform copy-impossible and update the 
CPTC information; and detecting (134, 135, 136 and 
137) the reproducible number of the reproducible 
number field for limiting the number of reproduction of 
copied programs of the CPTC information, the maxi- 



mum reproducible time of the maximum reproducible 
time field for limiting time to reproduce the copied pro- 
gram, and the number and time of reproduction of tape, 
to thereby process reproduction-impossible. 

5 [0074] In the same manner as the first embodiment of 
the audio/video reception step, the copying number lim- 
iting step comprises the steps of: comparing (130) the 
permissible generation of the permissible generational 
field and the present generation of the present genera- 

10 tional field and deciding whether the permissible gener- 
ation is below the present generation; if the permissible 
generation is below the present generation, generating 
(131) an output disable signal to make copying impos- 
sible and destroying the control word; and if the permis- 

15 sible generation is not below the present generation, in- 
creasing (1 32) the present invention by '1 ' and recording 
the result on cassette tape. If the permissible generation 
is not below the present generation, the CPTC informa- 
tion is updated in step 133. 

20 [0075] The reproduction limiting step comprises the 
steps of: comparing the reproducible number of the re- 
producible number field and the reproduction number of 
tape and deciding (134) whether the reproducible 
number is below the reproduction number of tape; if the 

25 reproducible number is not below the reproduction 
number of tape, comparing the maximum reproducible 
time and reproduction time of tape, and deciding (135) 
whether the maximum reproducible time is below the re- 
production time of tape; if the maximum reproducible 

30 time is not below reproduction time of tape, turning off 
(1 36) an enable erase signal to thereby enable the cop- 
ied program to be reproduced; if the reproducible 
number is below the reproduction number of tape or the 
maximum reproducible time is below the reproduction 

35 time of tape, turning on (1 37) the enable erase signal to 
make the reproduction of the copied program impossi- 
ble so that part of or the whole program recorded on 
cassette tape is erased. 

[0076] The bit stream transmitted in the second em- 
40 bodiment of the audio/video signal transmission step 
contains ECM and EMM. Part of the control word may 
be contained in the CPTC information. Its remainder 
may be contained in the ECM or EMM. The whole con- 
trol word is contained in the ECM or EMM. 
45 [0077] The audio/video signal containing the control 
word and transmitted according to the audio/video sig- 
nal transmission step is received according to another 
embodiment of the audio/video reception step. The au- 
dio/video signal transmitted in the audio/video signal 
50 transmission step containing the control word is re- 
ceived according to still another embodiment of the au- 
dio/video reception step. 

[0078] Referring to Fig. 10, the third embodiment of 
the audio/video reception step comprises the steps of: 
55 filtering (11 0) the transmitted bit stream and decrypting 
(111) the CPTC information and CA information; analyz- 
ing (112, 113, 114 and 118) the CPTC information and 
CA information and filtering the control word to generate 
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a control word and a signal for controlling the protection 
of copyright and to update the CPTC information; decid- 
ing (1 1 5) whether to allow recording according to the sig- 
nal for controlling the protection of copyright to record 
the scrambled and transmitted bit stream on cassette 
tape; and descrambling and decoding (1 1 6 and 1 1 7) the 
transmitted bit stream and outputting an audio/video sig- 
nal. 

[0079] Referring to Fig. 11 , in the same manner as the 
first embodiment of the audio/video reception step, the 
CPTC information analyzing step comprises the steps 
of: generating the control words; detecting (130, 131, 
132 and 133) the permissible generation of the permis- 
sible generational field for limiting the available number 
of copy of a program of the CPTC information and the 
present generation of the present generational field in- 
dicating the present generation of the program copied, 
to thereby perform copy-impossible and update the 
CPTC information; and detecting (134, 135, 136 and 
137) the reproducible number of the reproducible 
number field for limiting the number of reproduction of 
copied programs of the CPTC information, the maxi- 
mum reproducible time of the maximum reproducible 
time field for limiting time to reproduce the copied pro- 
gram, and the number and time of reproduction of tape, 
to thereby process reproduction-impossible. 
[0080] The copying number limiting step comprises 
the steps of: comparing (130) the permissible genera- 
tion of the permissible generational field and the present 
generation of the present generational field and decid- 
ing whether the permissible generation is below the 
present generation; if the permissible generation is be- 
low the present generation, generating (131) an output 
disable signal to make copying impossible and destroy- 
ing the control word; and if the permissible generation 
is not below the presentgeneration, increasing (132) the 
present invention by '1 ' and recording the result on cas- 
sette tape, and if the permissible generation is not below 
the present generation, updating the CPTC information 
in step 133. 

[0081] The reproduction limiting step comprises the 
steps of: comparing the reproducible number of the re- 
producible number field and the reproduction number of 
tape and deciding (134) whether the reproducible 
number is below the reproduction number of tape; if the 
reproducible number is not below the reproduction 
number of tape, comparing the maximum reproducible 
time and reproduction time of tape, and deciding (135) 
whetherthe maximum reproducible time is below the re- 
production time of tape; if the maximum reproducible 
time is not below reproduction time of tape, turning off 
(136) an enable erase signal to thereby enable the cop- 
ied program to be reproduced; if the reproducible 
number is below the reproduction number of tape or the 
maximum reproducible time is below the reproduction 
time of tape, turning on (1 37) the enable erase signal to 
make the reproduction of the copied program impossi- 
ble so that part of or the whole program recorded on 



cassette tape is erased. 

[0082] The illegal view/copy protection method for 
digital broadcasting system embodying the present in- 
vention, after the audio/video signal transmission step 

5 and audio/video reception step, further comprises a re- 
production and rerecording step of: decrypting the bit 
stream recorded and reproduced on cassette tape, an- 
alyzing the CPTC information, deciding whether to allow 
rerecording, recording the result on cassette tape, filter- 

10 ing the control word, and performing descrambling and 
decoding to output an audio/video signal. 
[0083] Referring to Fig. 1 2, the audio/video reproduc- 
tion and rerecording step comprises the steps of: filter- 
ing (1 20) the bit stream recorded and reproduced on vid- 

15 eotape, and decrypting (121) the CPTC information; an- 
alyzing (1 22 and 1 23) the CPTC information to generate 
control words and a signal for controlling the protection 
of copyright and update the CPTC information; deciding 
(1 24) whether to allow recording according to the signal 

20 of controlling the protection of copyright, and recording 
the scrambled and transmitted bit stream on cassette 
tape; descrambling and decoding (125 and 126) the 
transmitted bit stream in control words to output an au- 
dio/video signal; and deciding whether to allow post-re- 

25 production according to the signal for controlling the pro- 
tection of copyright to thereby erase part of or the whole 
data recorded on cassette tape. 

[0084] Here, EMM may contain information required 
for decoding information in order to perform the illegal 
30 view/copy protection method of a broadcasting system. 
In this case, a step of storing and processing the EMM 
is added in the audio/video reproduction and rerecord- 
ing step. 

[0085] In the EMM storing and processing step, in 
35 case that the EMM is updated by a broadcasting station 
for the purpose of copyright protection, the EMM having 
information required to decode the CPTC information is 
stored in order to continuously reproduce programs of 
copied cassette tape. 
40 [0086] Here, an ID number indicative of updating the 
EMM is recorded on cassette tape. The EMM is stored 
to which the updating state and the ID number of cas- 
sette tape are mapped. 

[0087] The EMM storing and processing step com- 
45 prises the steps of: storing all EMM to be updated and 
corresponding ID information; selecting the latest EMM 
in recording cassette tape; recording a corresponding 
ID number; and selecting an EMM corresponding to the 
ID number recorded on cassette tape in reproducing the 
50 cassette tape. 

[0088] As shown in Fig. 13, all EMMs (EMM1, EMM2, 
EMM3,...) to be updated on the EMM lookup table and 
corresponding ID information (ID1, ID2, ID3,...) are 
mapped and stored. 
55 [0089] Referring to Figs. 14 and 15, in recording a pro- 
gram on cassette tape, that is, when recording is indi- 
cated in the recording/reproduction mode, an ID number 
corresponding to the latest, the final, EMM, is recorded. 
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Thereafter, in reproducing tine cassette tape, tliat is, 
wlien reproduction is indicated in tine recording/repro- 
duction mode, an ElVIIVI corresponding to tine ID number 
recorded on cassette tape is selected from the EMM 
lookup table so that the recorded program is reproduced 5 
according to the reproducible number of the reproduci- 
ble number field and the reproduction number recorded 
on the video tape. 

[0090] Referring to Fig. 16, an illegal view/copy pro- 
tection apparatus of digital broadcasting system embod- io 
ying the present invention comprises a program produc- 
ing portion 200, distribution medium portion 201, and 
program receiving portion 202. 

[0091] Program producing portion 200 offers pro- 
grams, in which information encrypted both with the con- 15 
trol word for scrambling and the CPTC information for 
prohibiting illegal view/copy, and the audio/video bit 
stream scrambled in control words are multiplexed to 
make a program. 

[0092] Distribution medium portion 201 distributes 20 
programs made in program producing portion 200 
through a transmission medium. 
[0093] Program receiving portion 202 detects and an- 
alyzes the CPTC information from the bit stream trans- 
mitted from distribution medium portion 201 and the bit 25 
stream reproduced from cassette tape, and descram- 
bles and decodes the bit stream transmitted from distri- 
bution medium portion 201. The descrambled and de- 
coded bit stream is displayed or recorded on cassette 
tape. 30 
[0094] Program producing portion 200 comprises a 
control word generator 203 for generating a control word 
forscrambling, a CPTC generator 204 forgenerating the 
CPTC information for prohibiting illegal view/copy, a 
scrambling portion 206 for scrambling the audio/video 35 
bit stream using the control word output from control 
word generator 203, an encrypting portion 205 for en- 
crypting the control word output from control word gen- 
erator 203 and the CPTC information output from CPTC 
generator 204, and an adder 207 for multiplexing the 40 
signals output from scrambling portion 206 and encrypt- 
ing portion 205 and transmitting them to distribution me- 
dium portion 201 . 

[0095] Distribution medium portion 201 comprises a 
broadcasting medium 208 for distributing the program ^5 
made by program producing portion 200 through cable, 
satellite or terrestrial broadcasting, and a recording me- 
dium 209 for distributing the program made by program 
producing portion 200 through cassette tape. 
[0096] Program receiving portion 202 comprises a de- 50 
crypting portion 21 0 for decrypting the bit stream trans- 
mitted from broadcasting medium 208, a CPTC detect- 
ing/analyzing portion 211 for detecting and analyzing 
the CPTC information from the bit stream output from 
decrypting portion 210 and recording medium 209, and 55 
outputting signals for controlling the control word and 
illegal view/copy, a descrambling portion 212 for de- 
scrambling the bit stream transmitted from broadcasting 
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medium 208 and recording medium 209 and the bit 
stream reproduced from cassette tape, a decoding por- 
tion 213 for decoding and displaying the signal output 
from descrambling portion 212, and a recording/repro- 
ducing portion 21 4 for recording the bit stream transmit- 
ted from broadcasting medium 208 and recording me- 
dium 209 according to the signal output from CPTC de- 
tecting/analyzing portion 21 1 , and reproducing cassette 
tape, to thereby output the result to descrambling por- 
tion 212 and CPTC detecting/analyzing portion 211. 
[0097] The operation of an illegal view/copy protec- 
tion apparatus for a digital broadcasting system embod- 
ying the present invention will be described below. 
[0098] Control word generator 203 generates a con- 
trol word for scrambling, and CPTC generator 204 gen- 
erates the CPTC information for prohibiting illegal view/ 
copy. Scrambling portion 206 scrambles the audio/video 
bit stream using the generated control word. Encrypting 
portion 205 encrypts the CPTC information output from 
CPTC generator 204 using the generated control word. 
The audio/video bit stream scrambled in scrambling por- 
tion 206 is multiplexed with the encrypted CPTC infor- 
mation in adder 207. The multiplexed result is transmit- 
ted to a reception port through distribution medium por- 
tion 201. 

[0099] The signal output from adder 207 is transmit- 
ted to program receiving portion 202 through broadcast- 
ing medium 208 such as cable, satellite, and terrestrial 
broadcastings, or through recording medium 209 made 
of cassette tape such as rental tape. 
[0100] The bit stream transmitted through broadcast- 
ing medium 208 is decrypted in decrypting portion 210. 
The CPTC information is detected and analyzed in 
CPTC detecting/analyzing portion 21 1 so that signals for 
controlling the control word and illegal view/copy are 
output. Here, the bit stream transmitted to cassette tape 
through recording medium 209 is reproduced in record- 
ing/reproducing portion 214 and input to descrambling 
portion 212 and CPTC detecting/analyzing portion 211 . 
The bit stream transmitted from broadcasting medium 
208 and the bit stream reproduced from recording me- 
dium 209 through recording/reproducing portion 214 are 
descrambled in descrambling portion 212 according to 
the control word output from CPTC detecting/analyzing 
portion 211. The signal output from descrambling por- 
tion 212 is decoded in decoding portion 213 and dis- 
played. The bit stream transmitted from broadcasting 
medium 208 and recording medium 209 is recorded on 
cassette tape in a recording/reproducing portion 214 ac- 
cording to the signal output from CPTC detecting/ana- 
lyzing portion 211 . 

[0101] Data received from program receiving portion 
202 and recorded on cassette tape is made up of the 
scrambled audio/video bit stream and CPTC informa- 
tion. The configuration of the program receiving portion 
having decrypting portion 210, CPTC detecting/analyz- 
ing portion 211, descrambling portion 212, decoding 
portion 213 and recording/reproducing portion 214 will 
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be explained with reference to Figs. 17, 18, 19, and 20. 
[0102] One embodiment of tine program receiving por- 
tion of Fig. 17 receives and processes data transmitted 
via a broadcasting medium. Specifically, this embodi- 
ment performs conditional access and copy protection. 5 
[0103] Referring to Fig. 1 7, the firstembodimentof the 
program receiving portion comprises an IRD 222 for re- 
ceiving, decoding and descrambling the bit stream 
transmitted from broadcasting medium 208, outputting 
analog audio/video data to be displayed and outputting io 
scrambled digital audio/video data to be recorded on 
cassette tape, a smart card 221 for decrypting the bit 
stream output from IRD 222, detecting/analyzing the 
CPTC information, and outputting the control word and 
signals for controlling illegal view/copy to IRD 222 in or- 15 
der to perform conditional access and copy protection, 
a DVCR 223 for recording the digital audio/video data 
and CPTC information scrambled and output from IRD 
222 on cassette tape, and reproducing the scrambled 
digital audio/video data and CPTC information recorded 20 
on cassette tape to be output to IRD 222, and a lookup 
table 224 for, in case that the EMM is updated by a 
broadcasting station for the purpose of copyright protec- 
tion, storing EMM having information required to decode 
the CPTC information, and outputting CPTC information 25 
corresponding in reproduction to smart card 221 in order 
to continuously reproduce the program of copied cas- 
sette tape. Here, lookup table 221 is mapped and proc- 
essed as shown in Figs. 13, 14 and 15. 
[0104] The operation of the first embodiment of the 30 
program receiving portion will be described below. 
[0105] In case that a bit stream, that is, a program, is 
received through a broadcasting medium, the received 
audio/video data is scrambled digital audio/video data. 
[0106] The received bit stream is decoded in IRD 222 35 
and decrypted in smart card 221 . Its CPTC information 
is detected and analyzed so that a signal for controlling 
the control word and illegal view/copy is output to IRD 
222. 

[0107] IRD 222 descrambles the decoded bit stream 40 
using the bit stream output from smart card 221 and sig- 
nals for controlling illegal view/copy. The descrambled 
bit stream is output to display analog audio/video data. 
IRD 222 outputs the scrambled digital audio/video data 
and CPTC information to DVCT 223 in order to record ^5 
them on cassette tape. 

[0108] The scrambled digital audio/video data and 
CPTC information output from IRD 222 is recorded on 
cassette tape in DVCR 223. They are in turn reproduced 
in DVCR 223 and processed in the same manner that 50 
the bit stream transmitted via the broadcasting medium 
is descrambled and processed in IRD 222 and smart 
card 221 . The processed result is output to be displayed 
on a monitor, or output to the DVCR and recopied. 
[0109] Here, reproduction and recopy are made pos- 55 
sible by the data stored in the permissible generational 
field, present generational field, reproducible number 
field, and maximum reproducible time field contained in 



the CPTC information. 

[0110] Updated EMM is mapped and stored in lookup 
table 224 so that, when the EMM is updated through a 
broadcasting signal in a broadcasting station in order to 
protect copyright, the program of cassette tape copied 
can be continuously reproduced. 
[0111] Lookup table 224 reads out the EMM contain- 
ing information required to decode the CPTC informa- 
tion in reproducing the cassette tape. Corresponding 
CPTC information is output to smart card 221 to enable 
reproduction. 

[0112] Another embodiment of the program receiving 
portion shown in Fig. 18 is to receive and process data 
transmitted through a recording medium, for instance, 
rental tape. 

[0113] The second embodiment of the program re- 
ceiving portion, as shown in Fig. 1 8, comprises a DVCR 
232 for detecting/analyzing the CPTC information from 
the bit stream transmitted from the recording medium, 
outputting a control word and signals for controlling ille- 
gal view/copy, and reproducing scrambled digital audio/ 
video data, and an IRD 231 for receiving the control 
word and signals for controlling illegal view/copy output 
from DVCR 232, descrambling the scrambled digital au- 
dio/video data, and outputting analog audio/video data 
to be displayed or recorded. 

[0114] The second embodiment of the program re- 
ceiving portion is to perform CPTC detection and 
processing carried out in the smart card of the first em- 
bodiment of the program receiving portion shown in Fig. 
1 7. The operation of the second embodiment of the pro- 
gram receiving portion will be described below. 
[0115] In case that the bit stream is received through 
the recording medium, the audio/video data reproduced 
through the DVCR is scrambled digital audio/video data. 
[0116] The bit stream recorded in DVCR 232 is repro- 
duced. Its CPTC information is detected and analyzed 
so that the control word and signal for controlling illegal 
view/copy is output to IRD 231. The bit stream repro- 
duced from DVCR 232 is decoded in IRD 231 . The de- 
coded bit stream is descrambled according to the con- 
trol word and signal for controlling illegal view/copy out- 
put from DVCR 232 so that analog audio/video data is 
output to be displayed. 

[0117] IRD 231 outputs the scrambled digital audio/ 
video data and CPTC information to DVCR 232 to 
record them on cassette tape. The scrambled digital au- 
dio/video data and CPTC information output from IRD 
231 is recorded on cassette tape and recopied in DVCR 
223. 

[0118] Here, reproduction and recopy are made pos- 
sible by the data stored in the permissible generational 
field, present generational field, reproducible number 
field, and maximum reproducible time field contained in 
the CPTC information. 

[0119] Referring to Fig. 19, still another embodiment 
of the program receiving portion is to receive and proc- 
ess data transmitted through a recording medium, per- 
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forming copy protection (CP). 

[0120] As sliown in Fig. 19, tine tliird embodiment of 
tine program receiving portion comprises a DVCR 243 
for reproducing tine scrambled digital audio/video data 
and CPTC information recorded on cassette tape 
through a recording medium, and outputting them to IRD 
242, an IRD 242 for decoding/descrambling the bit 
stream transmitted from DVCR 243, and outputting an- 
alog audio/video data to be displayed, and a smart card 

241 for decrypting the bit stream output from IRD 242, 
detecting/analyzing the CPTC, and outputting the con- 
trol word and signals for controlling copying to IRD 222 
to thereby perform CP. The operation of the third em- 
bodiment of the program receiving portion will be ex- 
plained below. 

[0121] In case that the bit stream is received via a re- 
cording medium, that is, through rental tape, the repro- 
duced audio/video data is scrambled digital audio/video 
data. 

[0122] The scrambled digital audio/video data and 
CPTC information reproduced from DVCR 243 are de- 
coded in IRD 242 and decrypted in smart card 241 . The 
CPTC information is detected and analyzed so that the 
control word and signal for controlling copying are out- 
put to IRD 242. 

[0123] IRD 242 descrambles the decoded bit stream 
using the CPTC information output from smart card 241 
and signals for controlling copying so that analog audio/ 
video data is output to be displayed. 
[0124] IRD 242 outputs the scrambled digital audio/ 
video data and CPTC information to DVCR 243 in order 
to record them on cassette tape. The scrambled digital 
audio/video data and CPTC information output from IRD 

242 are recorded on cassette tape in DVCR 243. 
[0125] Here, reproduction and recopy are made pos- 
sible by the data stored in the permissible generational 
field, present generational field, reproducible number 
field, and maximum reproducible time field contained in 
the CPTC information. 

[0126] Referring to Fig. 20, yet another embodiment 
of the program receiving portion is to receive and proc- 
ess data transmitted through a recording medium, per- 
forming conditional access and CP. This embodiment is 
made in such a manner that in case of using the same 
CPTC information as the broadcasting medium, the 
smart card is commonly used. 

[0127] As shown in Fig. 20, the fourth embodiment of 
the program receiving portion comprises a DVCR 253 
for reproducing the scrambled digital audio/video data 
and CPTC information recorded on cassette tape 
through a recording medium, and outputting them to IRD 
252, an IRD 252 for decoding/descrambling the bit 
stream transmitted from DVCR 253, and outputting an- 
alog audio/video data to be displayed, and a smart card 
251 for decrypting the bit stream output from IRD 252, 
detecting/analyzing the CPTC, and outputting the con- 
trol word and signals for controlling copying to IRD 252 
to thereby perform CA and CP. The operation of the third 



embodiment of the program receiving portion will be ex- 
plained below. 

[0128] In case that the bit stream is received via a re- 
cording medium, that is, through rental tape and the 
5 DVCR, the reproduced audio/video data is scrambled 
digital audio/video data. 

[0129] The scrambled digital audio/video data and 
CPTC information reproduced from DVCR 253 are de- 
coded in IRD 252 and decrypted in smart card 251 . The 
10 CPTC information is detected and analyzed so that the 
control word and signal for controlling copying are out- 
put back to IRD 252. 

[0130] IRD 252 descrambles the decoded bit stream 
using the CPTC information output from smart card 251 
15 and signals for controlling illegal view/copy so that an- 
alog audio/video data is output to be displayed. 
[0131] IRD 252 outputs the scrambled digital audio/ 
video data and CPTC information to DVCR 253 in order 
to record them on cassette tape. The scrambled digital 
20 audio/video data and CPTC information output from IRD 
222 are recorded on cassette tape in DVCR 253. 
[0132] Here, reproduction and recopy are made pos- 
sible by the data stored in the permissible generational 
field, present generational field, reproducible number 
25 field, and maximum reproducible time field contained in 
the CPTC information. 

[0133] IRD 222, 242, or 252 shown in Fig. 17, 19 or 
20 is made in the following configuration as shown in 
Fig. 21. 

30 [0134] Referring to Fig. 21 , IRD 222, 242 or 252 com- 
prises a recording/digital output controller 262 for de- 
coding the bit stream transmitted from the broadcasting 
medium and DVCR, outputting to smart card 221, re- 
ceiving the control word and signals for controlling illegal 
35 view/copy output from smart card 221, and controlling 
the output of the scrambled digital audio/video data for 
the purpose of recording and displaying; a descrambler 
263 for descrambling the scrambled digital audio/video 
data output from recording/digital output controller 262 
40 according to the control word output from recording/dig- 
ital output controller 262, and a display processing por- 
tion 264 for processing and outputting the digital audio/ 
video data output from descrambler 263 to be displayed. 
Here, DVCR 265 performs reproduction mainly. DVCR 
45 223 of the program receiving portion of Fig. 1 8 combines 
recording therewith. The operation of IRD 266 will be 
described below. 

[0135] The signal output to smart card 261 from re- 
cording/digital output controller 262 of IRD 266 is ECM, 
50 EMM and CPTC information. The signals output from 
smart card 261 to IRD 266 are the control word used to 
descramble and display the bit stream, and a signal for 
controlling copy protection. 

[0136] Recording/digital output controller 262 com- 
55 municates with the smart card, performs recording ac- 
cording to the signals of copy protection, outputs them 
to the digital output port in order to record them in an- 
other set, and outputs the control word and bit stream 
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to descrambler 263. 

[0137] When output to the recording/digital output 
port, updated ECM, EMM and CPTC information are 
output in addition to the scrambled data from recording/ 
digital output controller 262 so that a copy different from 5 
the original script, that is, the broadcast or rental tape. 
[0138] The ECM, EMM and CPTC are transmitted in 
various combinations. For the first combination, the 
ECM, EMM and CPTC are independently combined. 
The second combination is that the CPTC is included in io 
the ECM and the EMM is independently combined. The 
third is that the CPTC is included in the EMM and the 
ECM is independently combined. 
[0139] IRD 231 and DVCR 232 of Fig. 18 use the 
smart card, and additionally requires a CPTC detection 15 
and processing portion in the DVCR, which will be 
shown in Fig. 22. 

[0140] DVCR 232 comprises a CPTC detecting/ 
processing portion 276 for detecting/analyzing the 
CPTC information from the bit stream transmitted from 20 
recording medium 209, and outputting the control word 
and signals for illegal view/copy, and a reproducing por- 
tion 277 for reproducing the bit stream transmitted from 
recording medium 209 and outputting it to the IRD. 
[0141] IRD 231 comprises a digital output controller 25 
272 for receiving the control word and signals for con- 
trolling illegal view/copy output from CPTC detecting/ 
processing portion 276, and controlling the output of the 
scrambled digital audio/video data output from repro- 
ducing portion 277 in order to display them, a descram- 30 
bier 273 for descrambling the scrambled digital audio/ 
video data output from digital output controller 262 ac- 
cording to the control word output from digital output 
controller 262, and a display processing portion 274 for 
processing and outputting the digital audio/video data 35 
output from descrambler 273 in order to display them. 
The operation of IRD 276 and DVCR 275 will be de- 
scribed below. 

[0142] CPTC detecting/processing portion 276 oper- 
ates separately when reproducing portion 277 repro- 40 
duces the scrambled data so that the CPTC information 
is detected from the cassette tape. 
[0143] IRD 276 receives the scrambled data, CPTC 
information and control word from CPTC detecting/ 
processing portion 276 and reproducing portion 277 ^5 
from DVCR 275. Therefore, for normal descrambling, 
the scrambled data and control word are supplied to 
scrambler 273 from digital output controller 272. To the 
digital output port, only the scrambled data is output. For 
this reason, in case that the reproduced data is scram- 50 
bled, copying is made impossible, and vise versa. 
[0144] Commonly, in order to control tape copying, 
the depth of generation copy and the reproduction of 
tape to be copied are used together. As shown in Fig. 
7, this yields the effect of controlling the number of co- 55 
piable tape. 

[0145] However, in order to allow copying tape to be 
reproducible as many as a predetermined number or for 



a predetermined time, it is necessary to perform com- 
munication between the smart card and DVCR. 
[0146] Referring to Fig. 23, tape state information 
such as the reproduction number of the current tape is 
transmitted to smart card 261 from DVCR 265. In order 
to erase the tape, an enable erase signal is transmitted 
to DVCR 265 from smart card 261 , and the erase head 
of the DVCR operates. 

[0147] For tape erasing methods, the whole area of 
tape is erased by the full-width erase head, or only the 
control track is erased using the control head. In case 
thatthe CPTC is contained in the EMM, signals are input 
and output between the DVCR and smart card. 
[0148] As the signals input to IRD 266, there are a 
broadcasting signal transmitted from a broadcasting 
medium and a signal reproduced from DVCR 265. The 
broadcasting signal input to IRD 266 is the scrambled 
digital data and a control signal having the EMM, ECM 
and CPTC information. The EMM and ECM are required 
for CA, the CPTC for copyright protection. 
[01 49] The scrambled digital data is input to descram- 
bler 263. The control signal is input to smart card 261 
for performing CA and CP. Using the control signal, 
smart card 261 restores control word CW and outputs it 
to descrambler 263. Descrambler 263 descrambles it 
using the control word. 

[01 50] The ECM output from smart card 261 is output 
to DVCR 265 or to an external port. This ECM is updated 
from the ECM input for copyright protection. The output 
disable signal output from smart card 261 is a signal to 
instruct IRD 266 to prohibit recording or copying. This 
signal is input to recording/digital output controller 262. 
The tape state signal is output to smart card 261 from 
DVCR 265 in order to inform the state of tape. 
[0151] The signal output to DVCR 265 from smart 
card 261 for the purpose of a predetermined-number re- 
production or predetermined-time reproduction is an 
erase enable signal. The signal for allowing recorded 
and copied tape to be reproducible even though the 
EMM information of the smart card is changed is an ID 
signal. 

[0152] The ID signal is mapped and stored with cor- 
responding EMM in the lookup table of smart card 261 . 
If necessary, the EMM corresponding to the ID signal is 
output. 

[0153] As shown in Fig. 24, the smart card comprises 
an ECM filter 301 for filtering the ECM from the bit 
stream output from the IRD, a CPTC/tape state signal 
filter 302 for filtering the CPTC information and the tape 
state signal indicative of the state of tape from the bit 
stream output from the IRD, an EMM filter 303 for filter- 
ing the EMM from the bit stream output from the IRD, a 
lookup table 304 for, in case that the EMM is updated 
for copyright protection by a broadcasting station, stor- 
ing the previous EMM containing information required 
to decode the CPTC information, and outputting CPTC 
information corresponding in reproduction in order to 
continuously reproduce the program of cassette tape 
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copied, an EMM processing portion 307 for processing 
tine EMM using tine EMM output from EMM filter 303 and 
lookup table 304 and the tape state signal output from 
CPTC/tape state signal filter 302, a CPTC processing 
portion 306 for processing the CPTC information using 
the signals output from CPTC/tape state signal filter 302 
and EMM processing portion 307, and a CA processing 
portion 305 for outputting control word CW using the sig- 
nals output from ECM filter 301 and EMM processing 
portion 307. 

[0154] In case that the CPTC information is contained 
in the EMM, as shown in Fig. 25, smart card 221 com- 
prises an ECM filter 311 for filtering the ECM from the 
bit stream output from the IRD, an EMM filter 312 for 
filtering the EMM containing the EMM from the bit 
stream output from the IRD, a tape state signal filter 313 
for filtering the tape state signal output from the IRD, a 
lookup table 314 for, in case that the EMM is updated 
for copyright protection by a broadcasting station, stor- 
ing the previous EMM containing information required 
to decode the CPTC information, and outputting CPTC 
information corresponding in reproduction in order to 
continuously reproduce the program of cassette tape 
copied, an EMM processing portion 317 for processing 
the EMM using the EMM output from EMM filter312 and 
lookup table 314 and the tape state signal output from 
tape state signal filter 313, a CPTC processing portion 
31 6 for processing the CPTC information using the sig- 
nals output from EMM filter 312 and tape state signal 
filter 313, to thereby output ECM, enable erase signal 
and ID signal, and a CA processing portion 315 for out- 
putting control word CW using the signals output from 
ECM filter 311 and EMM processing portion 317. 
[0155] ECM filter 301 or 311 , CPTC/tape state signal 
filter 302, EMM filter 303 or 312, and tape state signal 
filter 313 extract ECM, CPTC, tape state signal and 
EMM, respectively. CA processing portion 305 or 315 
generates a control word and performs CA. EMM 
processing portion 307 or 317 outputs the EMM infor- 
mation to CA processing portion 305 or 315 and CPTC 
processing portion 306 or 316, and additionally stores 
the received EMM to the lookup table. 
[0156] In case that the scrambled digital data and en- 
coded CPTC information are recorded on tape and that 
the EMM information required to decode the CPTC in- 
formation is changed, the reproduction of tape is made 
impossible. According to this fact, the previous EMM is 
stored in a memory such as the EEPROM of the smart 
card as shown in Figs. 1 3 and 1 4, which is the same as 
described before. 

[0157] Specifically, the lookup table is divided into two 
fields and stores ID information and EMM information, 
as shown in Fig. 13. In recording and copying, the ID 
information is recorded on tape, as shown in Fig. 14 in 
order to select corresponding EMM from the ID informa- 
tion recorded in the reproduction of tape. 
[0158] In other words, referring to Fig. 14, EMM 
processing portion 307 receives a recording/playback 



signal indicating that the current DVCR mode is record- 
ing or playback, ID, and tape state signal having infor- 
mation of reproduction number of tape, selects a proper 
EMM from the lookup table, outputs it to CPTC process- 

5 ing portion 306 or 316 and CA processing portion 305 
or 31 5, and transmits the I D information for the purpose 
of recording and copying to record it on tape. 
[0159] Referring to Fig. 11 , CPTC processing portion 
306 or 316 performs copyright protection for recording 

10 or copying. The CPTC information or ECM containing 
the CPTC information is input to output the output disa- 
ble signal, enable erase signal, and the CPTC or ECM 
containing the CPTC. 

[0160] In order to control generation copy, CPTC 
15 processing portion 306 or 31 6, in case that the permis- 
sible generation of the permissible generational field is 
greater than the present generation recorded on tape, 
the present generational field is increased by 1 and en- 
crypted again. If not, the output disable signal is gener- 
ic ated to prohibit recording and copying. 

[0161] In order to control reproduction, in case that 
the reproducible number of tape is greater than the re- 
producible number of the reproducible number field or 
the maximum reproducible time of the maximum repre- 
ss ducible time field is greater than the current time, CPTC 
processing portion 306 or 316 generates enable erase 
signal to operate the erase head of the DVCR. 
[0162] In case that time delay produced when the 
CPTC or the ECM containing the CPTC is encrypted 
30 again becomes a problem to solve, CPTC processing 
portion 306 or 31 6 transmits the current generation sig- 
nal to the DVCR and records it on tape, not modifying 
the CPTC or the ECM containing the CPTC. 
[0163] The illegal view/copy protection apparatus for 
35 a digital broadcasting system embodying the present in- 
vention has means for recording and reproducing the 
reproduction number information of tape in the DVCR 
in order to implement the predetermined-number repro- 
ducibility of recorded or copied tape. Here, the repro- 
40 duction number information of tape is updated and re- 
corded again during tape reproduction. 
[0164] As shown in Fig. 26, the DVCR comprises a 
deck mechanism 406, a recording/reproducing portion 
405 for recording digital data on cassette tape according 
45 to the deck mechanism and reproducing the digital data 
recorded on cassette tape, a reproduction number de- 
tecting/updating portion 401 for detecting/updating the 
reproduction number from the digital data reproduced 
from recording/reproducing portion 405, and outputting 
50 it to the IRD in order to rerecorditin recording/reproduc- 
ing portion 405, a digital data processing portion 402 for 
processing the digital data reproduced from recording/ 
reproducing portion 405, outputting it to the IRD, and 
outputting switching position information for recording 
55 and reproducing, a recording/playback switching por- 
tion 404 for outputting a switching signal for controlling 
the reproduction number, the reproduction of digital data 
and the recording of the updated reproduction number 
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using the switching position information output from dig- 
ital data processing portion 402, and an error correction 
encoder/decoder 403 for correcting the error of data out- 
put from digital data processing portion 402, and encod- 
ing and decoding the data to be output to digital data 
processing portion 402. 

[0165] In order to update and rerecord the reproduc- 
tion number information of tape during playback, the re- 
production number information of tape is recorded using 
an encoding algorithm. Othenwise, the information is re- 
corded as clear data not encoded. 
[0166] The recording position of the reproduction 
number information of tape uses part of audio, control 
and video tracks. For error correction to the reproduction 
number information of tape, a repetition coding is em- 
ployed. The operation of the DVCR will be described be- 
low. 

[0167] When reproduced by recording/reproducing 
portion 405 with the cassette tape loaded on deck mech- 
anism 406, the reproduced digital data is input to repro- 
duction number detecting/updating portion 401 and dig- 
ital data processing portion 402 so that its reproduction 
number is detected and the digital data is processed and 
output. 

[0168] The reproduction number detected in repro- 
duction number detecting/updating portion 401 is updat- 
ed, that is, increased by 1 , and applied to recording/re- 
producing portion 405. 

[0169] Digital data processing portion 402 applies the 
reproduced digital data output from recording/reproduc- 
ing portion 405 to error correction encoder/decoder 403 
to perform error correction, encoding and decoding. The 
result is output to the IRD to be displayed or recorded. 
At the same time, the switching position information is 
output to recording/reproducing switching portion 404 in 
order to output a switching signal. 
[0170] The switching signal output from recording/re- 
producing switching portion 404 controls recording/re- 
producing portion, to thereby record the updated repro- 
duction number output from reproduction number de- 
tecting/updating portion 401, that is, the reproduction 
number added by 1 , on tape. 

[0171] Recording/reproducing switching portion 404 
controls the reproduction number, the reproduction of 
digital data recorded on tape, and the recording of the 
updated reproduction number. 

[0172] In another method of implementing the prede- 
termined-number reproducibility of recorded or copied 
tape, an identifier is given to all tape used for a user to 
record broadcast programs, and the identifier given to 
tape and the reproducibility number information of tape 
corresponding to the identifier are handled together in 
the smart card. 

[0173] Here, the smart card has a memory device 
which can be updated, such as EEPROM. The identifier 
and corresponding reproducible number information are 
stored in the memory device. For every reproduction of 
tape, the reproducible number information is updated 



and whether to playback is determined. 

[0174] In conclusion, the described embodiments 

have the following advantages. 

[01 75] First, by adding CPTC information to data sup- 
5 plied, and by allowing a digital program to be normally 
viewed only when a CPTC detecting/analyzing means 
and descrambling/decrypting means are present at the 
receiving stage, illegal viewing is prohibited. 
[01 76] Second, to enhance copyright protection, data 
10 recorded on cassette tape is always scrambled digital 
data, and its CPTC information is encrypted to be re- 
corded on cassette tape. A code for prohibiting viewable 
data from being restored from the cassette tape only 
with the scrambled data and CPTC information, and al- 
15 lowing the data to be viewable is provided in a device 
excluding the cassette tape. Otherwise, restoring of 
viewable data is made possible only with the scrambled 
data and CPTC information, making illegal copy impos- 
sible. 

20 [0177] Third, using a method of restoring the viewable 
data only with the scrambled digital data and CPTC, 
rental tape is made to supply tape. Otherwise, using a 
method of prohibiting the viewable data from being re- 
stored only with the scrambled digital data and CPTC, 
25 rental tape is made to supply tape and smart card pe- 
culiar to a program provider as one set. Using the smart 
card for broadcasting medium, the rental tape is made 
to prohibit the viewable data from being restored only 
with the scrambled digital data and CPTC. Among the 
30 three methods of supplying tape only, one method is se- 
lected. Digital hardware for reproducing the data outputs 
only the scrambled digital data to an external port, mak- 
ing impossible the restoring of viewable data from the 
output data, without the smart card. 
35 [0178] Fourth, the described embodiment prohibits il- 
legal recording and copying of a program protected by 
copyright law, collects fee for recording or copying, and 
freely controls the reproducible number of copied tape 
which can be made from a program supplied by a pro- 
40 gram supplier, protecting copyright. 

[0179] Fifth, the described embodiment can be used 
as a copyright protection system having a high security 
and multifunction with respect to a program through a 
broadcasting medium such as satellite and terrestrial 
45 broadcastings, or, at the same time, as a copy protection 
system having a high security to a program through a 
recording medium such as rental tape. 
[0180] Sixth, the described embodiment is employed 
to digital hardware such as broadcasting receiver and 
50 digital VCR, to thereby perfectly protect a program sup- 
plier's copyright and activates digital media because of 
various software supplied through the digital media. 



Claims 

1. An illegal view/copy protection method for a digital 
broadcasting system comprising: 
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4. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 2, wherein 
said CPTC information is formatted further contain- 
ing a CA field where CA information for conditional 
access is recorded. 

5. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 2, wherein 
said generational copy control field is made up of a 
permissible generational field for limiting the 
number of copy permissible and a present genera- 
tional field for indicating the present generation of 
a program copied. 

6. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 2, wherein 
said reproduction control field is made up of a re- 
producible number field for limiting the number of 
reproducing a copied program, and a maximum re- 
producible time field for limiting time to reproduce 
the copied program. 

7. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 , wherein 
if recording to cassette tape is allowed, then the da- 
ta so recorded on cassette tape contains the scram- 
bled audio/video bit stream and the CPTC informa- 
tion. 



8. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 7, wherein 
said CPTC information is overwritten on the scram- 
bled audio/video bit stream for the error effect and 
recorded on cassette tape. 

9. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 7, wherein 
said CPTC information is recorded on a portion of 
any of the audio track of cassette tape, the control 
track of cassette tape, or the video track of cassette 
tape. 

10. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 , wherein 
said audio/video signal transmission step compris- 
es the steps of: 

encoding the audio/video bit stream; 
generating (1 05) a control word for scrambling; 
scrambling (104) the encoded audio/video bit 
stream using the generated control word; 
generating (102) CPTC information for illegal 
view/copy protection; 

encrypting (1 03) the control word and CPTC in- 
formation; and 

multiplexing (106) and transmitting the scram- 
bled audio/video bit stream and encrypted 
CPTC information. 

11. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 , wherein 
said audio/video signal transmission step compris- 
es the steps of: 

encoding (100) the audio/video bit stream; 
generating (1 05) a control word for scrambling; 
scrambling (104) the encoded audio/video bit 
stream using the generated control word; 
generating (102) CPTC information for illegal 
view/copy protection; 

generating (1 01 ) conditional access (CA) infor- 
mation for conditional reception; 
encrypting (103) the CPTC infornation and CA 
information; and 

multiplexing (106) and transmitting the scram- 
bled audio/video bit stream and encrypted 
CPTC information and conditional access infor- 
mation. 

12. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 , wherein 
said audio/video reception step comprises the 
steps of: 

filtering (11 0) the transmitted bit stream and de- 
crypting (111) the CPTC information; 
analyzing (113) the CPTC information to gen- 



an audio/video signal transmission step of mul- 
tiplexing (1 06) and transmitting encrypted con- 
trol words, encrypted CPTC information for ille- 
gal view/copy protection, and an audio/video bit 
stream scrambled using said control words; 5 
and 

an audio/video reception step of decrypting 
(111) the transmitted bit stream to obtain the 
CPTC information and control words, using 
said CPTC information to decide (115) whether io 
recording to cassette tape of the audio/video bit 
stream is allowed or not, and using the control 
words to perform descrambling (116) and de- 
coding (1 1 7) of the transmitted bit stream to out- 
put audio/video signals to a monitor. 15 

2. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 , wherein 
said CPTC information is formatted in a generation- 
al copy control field for limiting the number of copy 20 
available, and a reproducibility control field for lim- 
iting the reproduction of a copied program. 

3. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 2, wherein 25 
said CPTC information is formatted containing a de- 
scrambling information field where part of the con- 
trol words for descrambling are recorded. 
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erate a control word and a signal for controlling 
the protection of copyright and to update the 
CPTC information; 

deciding (1 1 5) whether to allow recording of the 
scrambled and transmitted bit stream on cas- 5 
sette tape according to the signal for controlling 
the protection of copyright; and 
descrambling (116) and decoding (117) the 
transmitted bit stream using the control word 
and outputting an audio/video signal. io 

13. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 2, where- 
in said all of said control word is contained in the 
CPTC information. 15 

14. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 7, wherein 
Entitlement Control Message (ECM) and Entitle- 
ment Management Message (EMM) information 20 
are included in the transmission. 

15. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 4, where- 
in said audio/video reception step comprises the 25 
steps of: 



iting the number of reproduction of copied pro- 
grams of the CPTC information, the maximum 
reproducible time of the maximum reproducible 
time field for limiting time to reproduce the cop- 
ied program, and the number and time of repro- 
duction of tape, to thereby process reproduc- 
tion-impossible. 

17. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 6, where- 
in said copying number limiting step comprises the 
steps of: 

comparing (130) the permissible generation of 
the permissible generational field and the 
present generation of the present generational 
field and deciding whether the permissible gen- 
eration is below the present generation; 
if the permissible generation is below the 
present generation, generating (131 ) an output 
disable signal to make copying impossible and 
destroying the control word; and 
if the permissible generation is not below the 
present generation, increasing (132) the 
present generation by '1 ' and recording the re- 
sult on cassette tape. 



filtering the transmitted bit stream and decrypt- 
ing the CPTC information and control word; 
filtering the control word; 30 
analyzing the CPTC information to generate a 
control word and a signal for controlling the pro- 
tection of copyright and to update the CPTC in- 
formation; 

deciding whether to allow recording according 35 
to the signal for controlling the protection of 
copyright to record the scrambled and transait- 
ted bit stream on cassette tape; and 
descrambling and decoding the transmitted bit 
stream in control words and outputting an au- 40 
dio/video signal. 

16. An illegal view/copy protection method for a digital 
broadcasting system as claimed in either of claims 
1 2 or 1 5, wherein said CPTC information analyzing ^5 
step (113) comprises the steps of: 

generating a control word; 
detecting (130, 131, 132, 133) a permissible 
generation of a permissible generational field 50 
for limiting the available number of copy of a 
program of the CPTC information and the 
present generation of the present generational 
field indicating the present generation of the 
program copied, to thereby perform copy-im- 55 
possible and update the CPTC information; and 
detecting (134, 135, 136, 137) the reproducible 
number of the reproducible number field for lim- 



18. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 7, where- 
in said copying number limiting step further com- 
prises the step of, if the permissible generation is 
not below the present generation, updating (133) 
the CPTC information. 

19. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 6 or claim 
1 7, wherein said reproduction limiting step compris- 
es the steps of: 

comparing (134) the reproducible number of 
the reproducible number field and the repro- 
duction number of tape and deciding whether 
the reproducible number is below the reproduc- 
tion number of tape; 

if the reproducible number is not below the re- 
production number of tape, comparing (135) 
the maximum reproducible time and reproduc- 
tion time of tape, and deciding whether the 
maximum reproducible time is below the repro- 
duction time of tape; 

if the maximum reproducible time is not below 
reproduction time of tape, turning off (136) an 
enable erase signal to thereby enable the cop- 
ied program to be reproduced; and 
if the reproducible number is below the repro- 
duction number of tape or the maximum repro- 
ducible time is below the reproduction time of 
tape, turning on (137) the enable erase signal 



17 



33 



EP 0 763 936 B1 



34 



to make the reproduction of the copied program 
impossible so that part of or the whole program 
recorded on cassette tape is erased. 

20. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 4 or claim 
15, wherein part of the control word is contained in 
the CPTC information. 

21. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 20, where- 
in the remainder of the control word is contained in 
the ECM. 

22. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 20, where- 
in the remainder of the control word is contained in 
the EMM. 

23. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 4 or claim 
15, wherein the whole control word is contained in 
the ECM. 

24. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 4 or claim 
15, wherein the whole control word is contained in 
the EMM. 

25. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 1 4, further 
comprising a reproduction and rerecording step of: 
decrypting (121) the data recorded and reproduced 
on cassette tape, analyzing (122) the CPTC infor- 
mation, deciding (124) whether to allow rerecord- 
ing, recording the result on cassette tape, filtering 
the control word, and performing descrambling 
(125) and decoding (126) to output an audio/video 
signal. 

26. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 25, where- 
in said audio/video reproduction and rerecording 
step comprises the steps of: 



transmitted bit stream in control words to output 
an audio/video signal. 

27. An illegal view/copy protection method for a digital 
5 broadcasting system as claimed in claim 26, where- 
in said audio/video reproduction and rerecording 
step comprises the step of deciding whether to al- 
low post-reproduction according to the signal for 
controlling the protection of copyright to thereby 

10 erase part of or the whole data recorded on cassette 
tape. 

28. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 25,where- 

15 in said EMM contains information required for de- 
coding information 

29. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 28, further 

20 comprising the step of storing and processing EMM 
in which, in case that the EMM is updated by a 
broadcasting station for the purpose of copyright 
protection, the EMM having information required to 
decode the CPTC information is stored in order to 
25 continuously reproduce programs of copied cas- 
sette tape. 

30. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 29, where- 
to in an ID number indicative of updating the EMM is 

recorded on said cassette tape. 

31. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 30, where- 
as in the EMM is stored to which the updating state and 

the ID number of cassette tape are mapped. 

32. An illegal view/copy protection method for a digital 
broadcasting system as claimed in claim 31 , where- 
to in said EMM storing and processing step comprises 

the steps of: 

storing all EMM to be updated and correspond- 
ing ID information; 

selecting the latest EMM in recording cassette 
tape; 

recording a corresponding ID number; and 
selecting an EMM corresponding to the ID 
number recorded on cassette tape in reproduc- 
ing the cassette tape. 

33. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system comprising : 

a program producing portion arranged to mul- 
tiplex and transmit encrypted control words, en- 
crypted CPTC information for prohibiting illegal 
view/copy, and an audio/video bit stream 



filtering (120) the data recorded and repro- 
duced on video tape, and decrypting (121) the 
CPTC information 

analyzing (122) the CPTC information to gen- 
erate control words and a signal for controlling 50 
the protection of copyright and update the 
CPTC information; 

deciding (124) whether to allow recording ac- 
cording to the signal of controlling the protec- 
tion of copyright, and recording the scrambled 55 
and transmitted bit stream on cassette tape; 
and 

descrambling (125) and decoding (126) the 
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scrambled using said control words, to thereby 
make a program; 

a distribution medium portion (201 ) arranged to 
distribute said program made in said program 
producing portion through a transmission me- 
dium; and 

a program receiving portion (202) arranged to 
obtain and decrypt the CPTC information and 
control words, and to descramble and decode 
the audio/video bit stream from the program 
transmitted by said distribution medium portion 
using the control words, to use said CPTC in- 
formation to decide whether recording to cas- 
sette tape of the audio/video bit stream is al- 
lowed or not, and to output said descrambled 
and decoded audio/video bit stream to a mon- 
itor. 

34. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 33, 
wherein said program producing portion comprises: 

a control word generator (203) for generating a 

control word for scrambling; 

a CPTC generator (204) for generating the 

CPTC information for prohibiting illegal view/ 

copy; 

a scrambling portion (206) for scrambling the 
audio/vided bit stream using the control word 
output from said control word generator; 
an encrypting portion (205) for encrypting the 
control word output from said control word gen- 
erator and the CPTC information output from 
said CPTC generator; and 
an adder (207) for multiplexing the signals out- 
put from said scrambling portion and encrypting 
portion and transmitting them to said distribu- 
tion medium portion. 



program received from said broadcasting me- 
dium; 

a CPTC detecting/analyzing portion (211) for 
detecting and analyzing the CPTC information 
5 from the output from said decrypting portion or 

recording medium, and outputting signals for 
controlling the control word and illegal view/ 
copy; 

a descrambling portion (212) for descrambling 
10 the audio/video bit stream received from said 

distribution medium portion (202) to generate 
an audio/video signal; 

a decoding portion (213) for decoding and dis- 
playing the audio/video signal output from said 
15 descrambling portio; and 

a recording/reproducing portion (214) for re- 
cording to cassette tape the audio/video bit 
stream received from said distribution medium 
according to the signal output from said CPTC 
20 detecting/analyzing portion, and subsequently 

reproducing from said cassette tape, to thereby 
output the result to said descrambling portion 
and CPTC detecting/analyzing portion. 

25 37. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 33, 
wherein said CPTC information is formatted in a 
generational copy control field for limiting the 
number of copy available, and a reproducibility con- 

30 trol field for limiting the reproduction of a copied pro- 
gram. 

38. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 37, 
35 wherein said CPTC information is formatted further 
containing a descrambling information field where 
the whole or part of the control words for descram- 
bling are recorded. 
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35. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 33, 
wherein said distribution medium portion comprises 
at least one of: 

a broadcasting medium (208) for distributing 
the program made by said program producing 
portion (200) through cable, satellite or terres- 
trial broadcasting; and 

a recording medium (209) for distributing the 
program made by said program producing por- 
tion through cassette tape. 

36. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 35, 
wherein said program receiving portion (202) com- 
prises: 

a decrypting portion (210) for decrypting the 



40 39. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 37, 
wherein said CPTC information is formatted further 
containing a Conditional Access (CA) field where 
CA information is recorded. 

45 

40. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 37, 
wherein said generational copy control field is made 
up of a permissible generational field for limiting the 

50 number of copy permissible and a present genera- 
tional field for indicating the present generation of 
a program copied. 

41. An illegal view/copy protection apparatus for a dig- 
55 ital broadcasting system as claimed in claim 37, 

wherein said reproduction control field is made up 
of a reproducible number field for limiting the 
number of reproducing a copied program, and a 
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maximum reproducible time field for limiting time to 
reproduce the copied program. 

42. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 33, 5 
wherein the data recorded on cassette tape con- 
tains scrambled audio/video bit stream and CPTC 
information. 

43. An illegal view/copy protection apparatus for a dig- io 
ital broadcasting system as claimed in claim 42, 
wherein said CPTC information is overwritten on 

the scrambled audio/video bit stream for the error 
effect and recorded on cassette tape. 

15 

44. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 42, 
wherein said CPTC information is recorded on a 
portion of any of the audio track of cassette tape, 

the control track of cassette tape, or the video track 20 
of cassette tape. 

45. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 33, 
wherein said all of the control word is contained in 25 
the CPTC information. 

46. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 33, 
wherein said bit stream transmitted contains Enti- 30 
tiement Control Message (ECM) and Entitlement 
Management Message (EMM) information. 

47. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 46, 35 
wherein part of the control word is contained in the 
CPTC information. 

48. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 47, 40 
wherein the remainder of the control word is con- 
tained in the ECM. 

49. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 47, ^5 
wherein the remainder of the control word is con- 
tained in the EMM. 

50. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 46, 50 
wherein the whole control word is contained in the 
ECM. 

51. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 46, 55 
wherein the whole control word is contained in the 
EMM. 



52. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 46, 
wherein said program receiving portion comprises: 

an Integrated Receiver/Decoder (IRD) (222) for 
receiving, decoding and descrambling the bit 
stream transmitted from said broadcasting me- 
dium, outputting analog audio/video data to be 
displayed and outputting scrambled digital au- 
dio/video data to be recorded on cassette tape; 
and 

a smart card (221 ) for decrypting the bit stream 
output from said IRD, detecting/analyzing the 
CPTC information, and outputting the control 
word and signals for controlling illegal view/ 
copy to said IRD in order to perform conditional 
access and copy protection. 

53. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 52, 
wherein said program receiving portion furthercom- 
prises a lookup table for, in case that the EMM is 
updated by a broadcasting station for the purpose 
of copyright protection, storing EMM having infor- 
mation required to decode the CPTC information, 
and outputting CPTC information corresponding in 
reproduction to said smart card in order to continu- 
ously reproduce the program of copied cassette 
tape. 

54. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 52, 
wherein saidoroaram receiving portion further com- 
prises a Digital Video Cassette Recorder (DVCR) 
(223) for recording the digital audio/video data and 
CPTC information scrambled and output from said 
IRD on cassette tape, and reproducing the scram- 
bled digital audio/video data and CPTC information 
recorded on cassette tape to be output to said IRD. 

55. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 54, 
wherein said smart card comprises: 

an ECM filter (301) for filtering the ECM from 
the bit stream output from said IRD; 
a CPTC/tape state signal filter (302) for filtering 
the CPTC information and the tape state signal 
indicative of the state of tape from the bit stream 
output from said IRD; 

an EMM filter (303) for filtering the EMM from 
the bit stream output from said IRD; 
a lookup table (304) for, in case that the EMM 
is updated for copyright protection by a broad- 
casting station, storing the previous EMM con- 
taining information required to decode the 
CPTC information, and outputting CPTC infor- 
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mation corresponding in reproduction in order 
to continuously reproduce tine program of cas- 
sette tape copied; 

an ElVIIVI processing portion (307) for process- 
ing tlie ElVIIVI using the EMM output from said 5 
EMM filter and lookup table and the tape state 
signal output from said CPTC/tape state signal 
filter; 

a CPTC processing portion (306) for process- 
ing the CPTC information using the signals out- io 
put from said CPTC/tape state signal filter and 
EMM processing portion; and 
a CA processing portion (305) for outputting 
control word (CW) using the signals output from 
said ECM filter and EMM processing portion. 15 

56. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 54, 
wherein said smart card comprises: 

20 

an ECM filter (311) for filtering the ECM from 
the bit stream output from said IRD; 
an EMM filter (312) for filtering the EMM con- 
taining the EMM from the bit stream output from 
said IRD; 25 
a tape state signal filter (313) for filtering the 
tape state signal output from said IRD; 
a lookup table (314) for, in case that the EMM 
is updated for copyright protection by a broad- 
casting station, storing the previous EMM con- 30 
taining information required to decode the 
CPTC information, and outputting CPTC infor- 
mation corresponding in reproduction in order 
to continuously reproduce the program of cas- 
sette tape copied; 35 
an EMM processing portion (317) for process- 
ing the EMM using the EMM output from said 
EMM filter and lookup table and the tape state 
signal output from said tape state signal filter; 
a CPTC processing portion (316) for process- 40 
ing the CPTC information using the signals out- 
put from said EMM filter and tape state signal 
filter, to thereby output ECM, enable erase sig- 
nal and ID signal; and 

a CA processing portion (315) for outputting ^5 
control word using the signals output from said 
ECM filter and EMM processing portion. 

57. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 54, 50 
wherein said DVCR comprises: 

a deck mechanism (406); 
a recording/reproducing portion (405) for re- 
cording digital data on cassette tape according 55 
to said deck mechanism and reproducing the 
digital data recorded on cassette tape; 
a reproduction number detecting/updating por- 



tion (401) for detecting/updating the reproduc- 
tion number from the digital data reproduced 
from said recording/reproducing portion, and 
outputting it to said IRD in order to rerecord it 
in said recording/reproducing portion; 
a digital data processing portion (402) for 
processing the digital data reproduced from 
said recording/reproducing portion, outputting 
it to said IRD, and outputting switching position 
information for recording and reproducing; 
a recording/playback switching portion (404) 
for outputting a switching signal for controlling 
the reproduction number, the reproduction of 
digital data and the recording of the updated re- 
production number using the switching position 
information output from said digital data 
processing portion; and 
an error correction encoder/decoder (403) for 
correcting the error of data output from said dig- 
ital data processing portion, and encoding and 
decoding the data to be output to said digital 
data processing portion. 

58. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 35, 
wherein said program receiving portion comprises: 

a DVCR (232) for detecting/analyzing the 
CPTC information from the bit stream trans- 
micted from said recording medium, outputting 
a control word and signals for controlling illegal 
view/copy, and reproducing scrambled digital 
audio/video data; and 

an IRD (231 ) for receiving the control word and 
signals for controlling illegal view/copy output 
from said DVCR, 232, descrambling the scram- 
bled digital audio/video data, and outputting an- 
alog audio/video data to be displayed or record- 
ed. 

59. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 58, 
wherein said DVCR comprises: 

a CPTC detecting/processing portion (276) for 
detecting/analyzing the CPTC information from 
the bit stream transmitted from said recording 
medium, and outputting the control word and 
signals for illegal view/copy; and 

a reproducing portion (277) for reproducing the 
bit stream transmitted from said recording me- 
dium and outputting it to said IRD. 

60. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 59, 
wherein said IRD comprises: 
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a digital output controller (272) for receiving the Pc 
control word and signals for controlling illegal 
view/copy output from said CPTC detecting/ 1. 
processing portion, and controlling the output 
of the scrambled digital audio/video data output 5 
from said reproducing portion in order to display 
them; 

a descrambler (273) for descrambling the 
scrambled digital audio/video data output from 
said digital output controller according to the io 
control word output from said digital output con- 
troller; and 

a display processing portion (273) for process- 
ing and outputting the digital audio/video data 
output from said descrambler in order to display 15 
them. 

61. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 35, 
wherein said program receiving portion comprises: 20 

a DVCR (265) for reproducing the scrambled 
digital audio/video data and CPTC information 
recorded on cassette tape through a recording 
medium, and outputting them to said IRD; 25 



sntanspruche 

Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem, umfassend: 

einen Audio/Video-Signalubertragungsschritt 
zum Multiplexen (106) und Ubertragen ver- 
schlusselter Steuerworter, verschlusselter 
CPTC-lnformation fur einen Schutz gegen un- 
erlaubtes Sehen/Kopien und eines unter Ver- 
wendung der Steuerworter chiffrierten Audio/ 
Video-Bitstroms; und 

einen Audio/Video-Empfangsschritt zum Ent- 
schlusseln (111) des ubertragenen Bitstroms, 
um die CPTC-lnformation und die Steuerworter 
zu erhalten, wobei die CPTC-lnformation ver- 
wendet wird, um zu entscheiden (115), ob ein 
Aufzeichnen des Audio/Video-Bitstroms auf 
Kassettenband eriaubt ist oder nicht, und wobei 
die Steuerworter zum Durchfuhren eines De- 
chiffrierens (116) und Decodierens (117) des 
ubertragenen Bitstroms verwendetwerden, um 
Audio/Video-Signale zu einem Monitor auszu- 
geben. 



an IRD (266) for decoding/descrambling the bit 
stream transmitted from said DVCR, and out- 
putting analog audio/video data to be dis- 
played; and 

a smart card (261 ) for decrypting the bit stream 
output from said IRD, detecting/analyzing the 
CPTC, and outputting the control word and sig- 
nals for controlling copying to said I RD to there- 
by perform copy protection and/or conditional 
access. 

62. An illegal view/copy protection apparatus for a dig- 
ital broadcasting system as claimed in claim 54 or 
claim 61 , wherein said IRD comprises: 

a recording/digital output controller (262) for 
decoding the bit stream transmitted from the 
broadcasting medium and DVCR, outputting to 
said smart card, receiving the control word and 
signals for controlling illegal view/copy output 
from said smart card, and controlling the output 
of the scrambled dig ital audio/video data for the 
purpose of recording and displaying; 
a descrambler (263) for descrambling the 
scrambled digital audio/video data output from 
said recording/digital output controller accord- 
ing to the control word output from said record- 
ing/digital output controller; and 
a display processing portion (264) for process- 
ing and outputting the digital audio/video data 
output from said descrambler to be displayed. 



2. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

1, wobei die CPTC-lnformation in einem Generati- 
ve onskopie-Steuerfeld formatiert ist fur ein Begren- 

zen der erhaltlichen Anzahl von Kopien und einem 
Reproduzierbarkeit-Steuerfeld fur ein Begrenzen 
der Reproduktion eines kopierten Programms. 

35 3. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

2, wobei die CPTC-lnformation mit Enthalten eines 
Dechiffrier-lnformationsfelds formatiert ist, in wel- 
chem ein Tell der Steuerworter zum Dechiffrieren 

40 aufgezeichnet ist. 

4. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
2, wobei die CPTC-lnformation ferner mit Enthalten 

45 eines CA-Felds formatiert ist, in welchem CA-lnfor- 
mation fur einen bedingten Zugriff aufgezeichnet 
ist. 

5. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
50 ren fur ein digitales Fernsehsystem nach Anspruch 

2, wobei das Generationskopie-Steuerfeld gebildet 
ist von einem Zulassiggenerationsfeld fur ein Be- 
grenzen der zulassigen Anzahl von Kopien und ei- 
nem Vorliegendgenerationsfeld zum Angeben der 
55 vorliegenden Generation eines kopierten Pro- 
gramms. 

6. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
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ren fur ein digitales Fernsehsystem nach Anspruch 
2, wobei das Reproduktion-Steuerfeld gebildet ist 
von einem Reproduzierbarkeitsanzahlfeld fur ein 
Begrenzen der Anzahl von Reproduktionen eines 
kopierten Programms und einem Maximumrepro- 5 
duzierbarkeitzeitfeld fur ein Begrenzen der Zeit zum 
Reproduzieren des kopierten Programms. 

7. Scliutzverfaliren gegen unerlaubtes Selien/Kopie- 

ren fur ein digitales Fernselisystem nacli Ansprucli io 
1, wobei, falls ein Aufzeichnen auf Kassettenband 
eriaubt ist, die so auf Kassettenband aufgezeichne- 
ten Daten dann den chiffrierten Audio/Video-Bit- 
strom und die CPTC-lnformation enthalten. 

15 

8. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
7, wobei die CPTC-lnformation auf dem chiffrierten 
Audio/Video-Bitstrom fur den Fehlereffekt uber- 
schrieben wird und auf Kassettenband aufgezeich- 20 
net wird. 

9. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

7, wobei die CPTC-lnformation aufgezeichnet wird 25 
auf einem Abschnitt der Audiospur des Kassetten- 
bands, der Steuerspur des Kassettenbands oder 
der Videospur des Kassettenbands. 

10. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 30 
ren fur ein digitales Fernsehsystem nach Anspruch 

1, wobei der Audio/Video-Signalubertragungs- 
schritt die Schritte umfaRt: 



11. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 55 
ren fur ein digitales Fernsehsystem nach Anspruch 
1, wobei der Audio/Video-Signalubertragungs- 
schritt die Schritte umfa3t: 



Codieren (100) des Audio/Video-Bitstroms; 

Erzeugen (105) eines Steuerworts zum Chif- 
frieren; 

Chiffrieren (104) des codierten Audio/Video- 
Bitstroms unter Verwendung des erzeugten 
Steuenworts; 

Erzeugen (102) der CPTC-lnformation fur ei- 
nen Schutz gegen unerlaubtes Sehen/Kopie- 
ren; 

Erzeugen (1 01 ) einer Bedingtzugriff (CA)-lnfor- 
mation fur einen bedingten Empfang; 

Verschlussein (1 03) der CPTC-lnformation und 
der CA-lnformation; und 

Multiplexen (1 06) und Ubertragen des chiffrier- 
ten Audio/Video-Bitstroms und der verschlus- 
selten CPTC-lnformation und Bedingtzugriffin- 
formation. 

12. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
1, wobei der Audio/Video-Empfangsschritt die 
Schritte umfaBt: 

Filtern (110) des ubertragenen Bitstroms und 
Entschlussein (111) der CPTC-lnformation; 

Analysieren (113) der CPTC-lnformation, um 
ein Steuerwort und ein Signal fur ein Steuern 
des Copyright-Schutzes zu erzeugen und die 
CPTC-lnformation zu aktualisieren; 

Entscheiden (115), ob ein Aufzeichnen des 
chiffrierten und ubertragenen Bitstroms auf 
Kassettenband entsprechend dem Signal zum 
Steuern des Copyright-Schutzes zu eriauben 
ist; und 

Dechiffrieren (116) und Decodieren (117) des 
ubertragenen Bitstroms unter Verwendung des 
Steuerworts und Ausgeben eines Audio/Video- 
Signals. 

13. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
12, wobei das gesamte Steuenwort in der CPTC- 
lnformation enthalten ist. 

14. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
7, wobei eine Berechtigungssteuermeldung (ECM)- 
und eine Berechtigungsverwaltungsmeldung 
(EMM)-lnformation in der Ubertragung enthalten 



Codieren des Audio/Video-Bitstroms; 35 

Erzeugen (105) eines Steuen/vorts zum Chif- 
frieren; 

Chiffrieren (104) des codierten Audio/Video- 40 
Bitstroms unter Verwendung des erzeugten 
Steuerworts; 

Erzeugen (102) der CPTC-lnformation fur ei- 
nen Schutz gegen unerlaubtes Sehen/Kopie- ^5 
ren; 

Verschlussein (103) des Steuerworts und der 
CPTC-lnformation; und 

50 

Multiplexen (1 06) und Ubertragen des chiffrier- 
ten Audio/Video-Bitstroms und der verschlus- 
selten CPTC-lnformation. 
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sind. 

15. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

14, wobei der Audio/Video-Empfangsschritt die 5 
Schritte umfaBt: 

Filtern des ubertragenen Bitstroms und Ent- 
schlusseln der CPTC-lnformation und des 
Steuerworts; io 

Filtern des Steuerworts; 

Analysieren der CPTC-lnformation, urn ein 
Steuerwort und ein Signal zum Steuern des Co- 15 
pyright-Schutzes zu erzeugen und die CPTC- 
lnformation zu aktualisieren; 

Entscheiden, ob ein Aufzeichnen entspre- 
chend dem Signal zum Steuern des Copyright- 20 
Schutzes zum Aufzeichnen des chiffrierten und 
ubertragenen Bitstroms auf Kassettenband zu 
eriauben ist; und 

Dechiffrieren und Decodieren des ubertrage- 25 
nen Bitstroms in Steuerwortern und Ausgeben 
eines Audio/Video-Signals. 

16. , Schutzverfahren gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach einem 30 
der Anspruche 12 oder 15, wobei der CPTC-lnfor- 
mation-Analyseschritt (113) die Schritte umfaBt; 

Erzeugen eines Steuerworts; 

35 

Erfassen (130, 131, 132, 133) einer Zulassig- 
generation aus einem Zulassiggenerationsfeld 
fur ein Begrenzen der erhaltlichen Anzahl von 
Kopien eines Programms aus der CPTC-lnfor- 
mation und der Vorliegendgeneration aus dem 40 
Vorliegendgenerationsfeld, welches die vorlie- 
gende Generation des kopierten Programms 
angibt, um dadurch eine Kopierunmoglichkeit 
vorzusehen und die CPTC-lnformation zu ak- 
tualisieren; und 45 

Erfassen (1 34, 1 35, 1 36, 1 37) der Reproduzier- 
barkeitsanzahl aus dem Reproduzierbarkeits- 
anzahlfeld fur ein Begrenzen der Reprodukti- 
onsanzahl von kopierten Programmen aus der 50 
CPTC-lnformation, der Maximumreproduzier- 
barkeitzeit aus dem Maximumreproduzierbar- 
keitzeitfeld fur ein Begrenzen der Zeit zum Re- 
produzieren des kopierten Programms, und der 
Anzahl und Zeit der Reproduktion des Bands, 
um dadurch eine Reproduktionsunmoglichkeit 
zu verarbeiten. 



17. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

16, wobei der Kopieranzahlbegrenzungsschritt die 
Schritte umfaBt: 

Vergleichen (130) der Zulassiggeneration aus 
dem Zulassiggenerationsfeld mit der Vorlie- 
gendgeneration aus dem Vorliegendgenerati- 
onsfeld und Entscheiden, ob die Zulassiggene- 
ration unterhalb der Vorliegendgeneration ist; 

falls die Zulassiggeneration unterhalb der Vor- 
liegendgeneration ist, Erzeugen (131) eines 
Ausgabeverbotsignals, um ein Kopieren un- 
moglich zu machen und 

Zerstoren des Steuerworts; und 

falls die Zulassiggeneration nicht unterhalb der 
Vorliegendgeneration ist, Erhohen (132) der 
Vorliegenderfindung um "1" und Aufzeichnen 
des Resultats auf Kassettenband. 

18. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

17, wobei der Kopieranzahlbegrenzungschritt fer- 
ner den Schritt des Aktualisierens (1 33) der CPTC- 
lnformation, falls die Zulassiggeneration nicht un- 
terhalb der Vorliegendgeneration ist, umfaBt. 

19. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
16 Oder Anspruch 17, wobei der Reproduktionbe- 
grenzungschritt die Schritte umfaBt; 

Vergleichen (134) der Reproduzierbarkeitsan- 
zahl aus dem Reproduzierbarkeitsanzahlfeld 
mit der Reproduktionanzahl des Bands und 
Entscheiden, ob die Reproduzierbarkeitsan- 
zahl unterhalb der Reproduktionanzahl des 
Bands ist; 

falls die Reproduzierbarkeitsanzahl nicht unter- 
halb der Reproduktionanzahl des Bands ist, 
Vergleichen (135) der Maximumreproduzier- 
barkeitzeit mit der Reproduktionzeitdes Bands, 
und Entscheiden, ob die Maximumreduzierbar- 
keitzeit unterhalb der Reproduktionzeit des 
Bands ist; 



falls die Maximumreproduzierbarkeitzeit nicht 
unterhalb der Reproduktionzeit des Bands ist, 
Ausschalten (136) eines Loscherlaubnissi- 
gnals, um dadurch zu eriauben, daB das ko- 
55 pierte Programm reproduziert wird; und 

falls die Reproduzierbarkeitsanzahl unterhalb 
der Reproduktionanzahl des Bands ist oder die 
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Maximumreproduzierbarkeitzeit unterhalb der 
Reproduktionzeit des Bands ist, Einschalten 
(137) des Loscherlaubnissignals, um die Re- 
produktion des kopierten Programms unmog- 
lich zu machen, so da3 ein Teil oder das ge- 5 
samte auf Kassettenband aufgezeichnete Pro- 
gramm geloscht wird. 

20. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 

ren fur ein digitales Fernselisystem nacli Ansprucli io 
14 Oder Ansprucli 15, wobei ein Teil des Steuer- 
worts in der CPTC-lnformation enthalten ist. 

21. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 

ren fur ein digitales Fernsehsystem nach Anspruch 15 
20, wobei der Rest des Steuerworts in der ECM ent- 
halten ist. 

22. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 

ren fur ein digitales Fernsehsystem nach Anspruch 20 
20, wobei der Rest des Steuenworts in der EMM ent- 
halten ist. 

23. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 

ren fur ein digitales Fernsehsystem nach Anspruch 25 
14 Oder Anspruch 15, wobei das gesamte Steuer- 
wort in der ECM enthalten ist. 

24. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 

ren fur ein digitales Fernsehsystem nach Anspruch 30 
14 Oder Anspruch 15, wobei das gesamte Steuer- 
wort in der EMM enthalten ist. 

25. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 

ren fur ein digitales Fernsehsystem nach Anspruch 35 
14, ferner umfassend einen Reproduktion- und 
Wiederaufzeichnung-Schritt, umfassend: Ent- 
schlusseln (121) der Daten, die aufgezeichnet und 
reproduziert auf Kassettenband sind, Analysieren 
(1 22) der CPTC-lnformation, Entscheiden (1 24), ob 40 
ein Wiederaufzeichnen zu eriauben ist, Aufzeich- 
nen des Resultats auf Kassettenband, Filtern des 
Steuerworts und Durchfuhren eines Dechiffrierens 
(125) und Decodierens (126), um ein Audio/Video- 
Signal auszugeben. ^5 

26. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
25, wobei der Audio/Video-Reproduktion- und Wie- 
deraufzeichnung-Schritt die Schritte umfaBt: 50 



CPTC-lnformation zu aktualisieren; 

Entscheiden (124), ob ein Aufzeichnen ent- 
sprechend dem Signal zum Steuern des Copy- 
right-Schutzes zu eriauben ist, und Aufzeich- 
nen des chiffrierten und ubertragenen Bit- 
stroms auf Kassettenband; und 

Dechiffrieren (125) und Decodieren (126) des 
transmittierten Bitstroms in Steuenworter, um 
ein Audio/Video-Signal auszugeben. 

27. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
26, wobei der Audio/Video-Reproduktion- und Wie- 
deraufzeichnung-Schritt den Schritt des Entschei- 
dens umfaRt, ob eine Nach-Reproduktion entspre- 
chend dem Signal zum Steuern des Copyright- 
Schutzes zu eriauben ist, um dadurch einen Teil 
Oder die gesamten auf Kassettenband aufgezeich- 
neten Daten zu loschen. 

28. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 
25, wobei die EMM Information enthalt, die fur ein 
Decodieren von Information erforderlich ist. 

29. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

28, ferner umfassend den Schritt des Speicherns 
und Verarbeitens der EMM, wobei, in dem Fall, da3 
die EMM durch eine Fernsehstation zum Zwecke 
des Copyright-Schutzes aktualisiert wird, die EMM, 
welche zum Decodieren der CPTC-lnformation er- 
forderliche Information aufweist, gespeichert wird, 
um Programme von kopiertem Kassettenband kon- 
tinuierlich zu reproduzieren. 

30. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

29, wobei eine ID-Nummer, welche fur das Aktuali- 
sieren der EMM bezeichnend ist, auf dem Kasset- 
tenband aufgezeichnet wird. 

31. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

30, wobei die EMM gespeichert wird, der der Aktua- 
lisierungszustand und die ID-Nummer des Kasset- 
tenbands zu geordnet werden. 

32. Schutzverfahren gegen unerlaubtes Sehen/Kopie- 
ren fur ein digitales Fernsehsystem nach Anspruch 

31 , wobei der Schritt des Speicherns und Verarbei- 
tens der EMM die Schritte umfaBt: 

Speichern aller zu aktualisierender EMM und 
korrespondierender ID-Information, 



Filtern (120) der Daten, die aufgezeichnet und 
reproduziert auf Videoband sind, und Ent- 
schlusseln (121) der CPTC-lnformation; 

Analysieren (122) der CPTC-lnformation, um 
Steuerworter und ein Signal zum Steuern des 
Copyright-Schutzes zu erzeugen und die 
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Wahlen der letzten EMM beim Aufzeichnen des 
Kassettenbands; 

Aufzeichnen einer entsprechenden ID-Num- 
mer; und 5 



einen Verschlusselungsabschnitt (205) zum 
Verschlussein des von dem Steuen/vortg en era- 
tor ausgegebenen Steuerworts und der von 
dem CPTC-Generator ausgegebenen CPTC- 
Information; und 



Wahlen einer EMM entsprechend der auf Kas- 
settenband aufgezeichneten ID-Nummer beim 
Reproduzieren des Kassettenbands. 

10 

33. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem, umfassend: 

einen Programmproduktionsabschnitt, der 
ausgebildet ist zum Multiplexen und Ubertra- 15 
gen von verschlusselten Steuerwortern, ver- 
schlusselter CPTC-lnformation fur ein Verhin- 
dern eines unerlaubten Sehens/Kopierens und 
eines AudioNideo-Bitstroms, der unter Verwen- 
dung der Steuerworter chiffriert wird, um da- 20 
durch ein Programm bereitzustellen; 

ein Verbreitungsmediumabschnitt (201), der 
ausgebildet ist zum Verbreiten des in dem Pro- 
grammproduktionsabschnitt bereitgestellten 25 
Programms uber ein Ubertragungsmedium; 
und 



einen Addierer (207) zum Multiplexen der von 
dem Chiffrierabschnitt und dem Verschlusse- 
lungsabschnitt ausgegebenen Signale und 
zum Ubertragen dieser zu dem Verbreitungs- 
mediumabschnitt. 

35. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 33, wobei der Verbreitungsmediumabschnitt 
umfaRt: 

ein Fernsehmedium (208) zum Verbreiten des 
durch den Programmproduktionsabschnitt 
(200) bereitgestellten Programms uber Kabel, 
Satellit Oder erdgebundenes Fernsehen; und/ 
Oder 

ein Aufzeichnungsmedium (209) zum Verbrei- 
ten des durch den Programmproduktionsab- 
schnitt bereitgestellten Programms uber Kas- 
settenband. 



einen Programmempfangsabschnitt (202), der 
ausgebildet istzum Erhalten und Entschlussein 30 
der CPTC-lnformation und der Steuerwarter 
und zum Dechiffrieren und Decodieren des Au- 
dio/Video-Bitstroms aus dem durch den Ver- 
breitungsmediumabschnitt ubertragenen Pro- 
gramm unter Verwendung der Steuerworter, 35 
um die CPTC-lnformation zu verwenden, um 
zu entscheiden, ob ein Aufzeichnen des Audio/ 
Video-Bitstroms auf Kassettenband eriaubt ist 
Oder nicht, und zum Ausgeben des dechiffrier- 
ten und decodierten Audio/Video-Bitstroms zu 40 
einem Monitor. 

34. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 33, wobei der Programmproduktionsab- ^5 
schnitt umfaBt: 

einen Steuerwortgenerator (203) zum Erzeu- 
gen eines Steuerworts fur ein Chiffrieren; 

50 

einen CPTC-Generator (204) zum Erzeugen 
der CPTC-lnformation fur ein Verhindern eines 
unerlaubten Sehens/Kopierens; 

einen Chiffrierabschnitt (206) zum Chiffrieren 55 
des Audio/Video-Bitstroms unter Verwendung 
des von dem Steuerwortgenerator ausgegebe- 
nen Steuerworts; 



36. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 35, wobei der Programmempfangsabschnitt 
(202) umfaBt; 

einen Entschlusselungsabschnitt (210) zum 
Entschlussein des von dem Fernsehmedium 
empfangenen Programms; 

einen CPTC-Erfassung/Analyse-Abschnitt 
(211) zum Erfassen und Analysieren der 
CPTC-lnformation von der Ausgabe von dem 
Entschlusselungsabschnitt oder Aufzeich- 
nungsmedium und Ausgeben von Signalen fur 
ein Steuern des Steuerworts und des unerlaub- 
ten Sehens/Kopierens; 

einen Dechiffrierabschnitt (212) zum Dechif- 
frieren des von dem Verbreitungsmediumab- 
schnitt (202) empfangenen Audio/Video-Bit- 
stroms, um ein Audio/Video-Signal zu erzeu- 
gen; 

einen Decodierabschnitt (213) zum Decodie- 
ren und Anzeigen des von dem Dechiffrierab- 
schnitt ausgegebenen Audio/Video-Signals; 
und 

einen Aufzeichnung/Reproduktion-Abschnitt 
(214) zum Aufzeichnen des von dem Verbrei- 
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tungsmedium empfangenen Audio/Video-Bit- 
stroms entsprechend dem von dem CPTC-Er- 
fassung/Analyse-Abschnitt ausgegebenen Si- 
gnals auf Kassettenband, und nachfolgend Re- 
produzieren von dem Kassettenband, um da- 
durch das Resultat zu dem Dechiffrierabschnitt 
und dem CPTC-Erfassung/Analyse-Abschnitt 
auszugeben. 

37. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 33, wobei die CPTC-lnformation in einem 
Generationskopie-Steuerfeld formatiert ist fur ein 
Begrenzen der eriialtliclien Anzalil von Kopien und 
einem Reproduzierbarkeit-Steuerfeld fur ein Be- 
grenzen der Reproduktion eines kopierten Pro- 
gramms. 

38. Scliutzeinriclitung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 37, wobei die CPTC-lnformation formatiert 
ist ferner mit Enthalten eines Dechiffrierinforma- 
tionfelds, in welchem die gesamten oder ein Tell der 
Steuerworter zum Dechiffrieren aufgezeichnet ist. 

39. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 37, wobei die CPTC-lnformation ferner mit 
Enthalten eines Bedingtzugriff (CA)-Felds forma- 
tiert ist, in welchem CA-lnformation aufgezeichnet 
ist. 

40. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 37, wobei das Generationskopie-Steuerfeld 
gebildet ist von einem Zulassiggenerationsfeld fur 
ein Begrenzen der zulassigen Anzahl von Kopien 
und einem Vorliegendgenerationsfeld zum Ange- 
ben der vorliegenden Generation eines kopierten 
Programms. 

41. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 37, wobei das Reproduktion-Steuerfeld ge- 
bildet ist von einem Reproduzierbarkeitsanzahlfeld 
fur ein Begrenzen der Anzahl von Reproduktionen 
eines kopierten Programms und einem Maximum- 
reproduzierbarkeitzeitfeld fur ein Begrenzen der 
Zeitzum Reproduzieren des kopierten Programms. 

42. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 33, wobei die auf Kassettenband aufge- 
zeichneten Daten einen chiffrierten Audio/Video- 
Bitstrom und eine CPTC-lnformation enthalten, 

43. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 



spruch 42, wobei die CPTC-lnformation auf dem 
chiffrierten Audio/Video-Bitstrom fur den Fehleref- 
fekt uberschrieben wird und auf Kassettenband auf- 
gezeichnet wird. 

5 

44. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 42, wobei die CPTC-lnformation aufge- 
zeichnet wird auf einem Abschnitt der Audiospur 

10 des Kassettenbands, der Steuerspur des Kasset- 
tenbands oder der Videospur des Kassettenbands. 

45. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 

15 spruch 33, wobei das gesamte Steuerwort in der 
CPTC-lnformation enthalten ist. 

46. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 

20 spruch 33, wobei der ubertragene Bitstrom eine Be- 
rechtigungssteuermeldung (ECM)- und eine Be- 
rechtigungsverwaltungsmeldung (EMM)-lnformati- 
on enthalt. 

25 47. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 46, wobei ein Teil des Steuerworts in der 
CPTC-lnformation enthalten ist. 

30 48. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 47, wobei der Rest des Steuerworts in der 
ECM enthalten ist. 

35 49. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 47, wobei der Rest des Steuerworts in der 
EMM enthalten ist. 

40 50. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 46, wobei das gesamte Steuenwort in der 
ECM enthalten ist. 

45 51. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 46, wobei das gesamte Steuerwort in der 
EMM enthalten ist. 

50 52. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 46, wobei der Pragrammempfangsabschnitt 
umfaRt: 

55 einen integrierten Empfanger/Decoder (IRD) 

(222) zum Empfangen, Decodieren und Dechif- 
frieren des von dem Fernsehmedium ubertra- 
genen Bitstroms, Ausgeben anzuzeigender 
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analoger Audio/Video-Daten und Ausgeben 
von auf Kassettenband aufzuzeichnenden digi- 
talen Audio/Video-Daten; und 

eine Cliipkarte (221) zum Entschlussein des 
von dem IRD ausgegebenen Bitstroms, Erfas- 
sen/Analysieren der CPTC-lnformation und 
Ausgeben des Steuerworts und von Signalen 
zum Steuern eines unerlaubten Seliens/Kopie- 
rens zu dem IRD, um einen bedingten Zugriff 
und einen Kopierscliutz vorzuselien. 

53. Scliutzeinriclitung gegen unerlaubtes Selien/Ko- 
pieren fur ein digitales Fernselisystem nacli An- 
sprucli 52, wobei der Programmempfangsabsclinitt 
ferner eine Verweistabelle umfaRt, um, in dem Fall, 
daB die EMM durch eine Fernsehstation zum Zwek- 
ke des Copyrightschutzes aktualisiert wird, die 
EMM, welche zum Decodieren der CPTC-lnforma- 
tion erforderliche Information aufweist, zu spei- 
chern, und die CPTC-lnformation entsprechend der 
Reproduktion zu der Chipkarte auszugeben, um 
das Programm des kopierten Kassettenbands kon- 
tinuierlich zu reproduzieren. 

54. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 52, wobei der Programmempfangsabsclinitt 
ferner einen digitalen Videokassettenrekorder (DV- 
CR) (223) umfa3t zum Aufzeichnen der digitalen 
Audio/Video-Daten und der chiffrierten und von 
dem IRD ausgegebenen CPTC-lnformation auf 
Kassettenband und Reproduzieren der chiffrierten 
digitalen Audio/Video-Daten und der CPTC-lnfor- 
mation, die auf Kassettenband aufgezeichnet ist, 
um zu dem IRD ausgeben zu werden. 

55. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 54, wobei die Chipkarte umfa3t: 

einen ECM-Filter (301 ) zum Filtern der ECM 
aus dem von dem IRD ausgegebenen Bitstrom; 

einen CPTC/Bandzustand-Signalfilter (302) 
zum Filtern der CPTC-lnformation und des 
Bandzustandsignals, welches bezeichnend fur 
den Zustand des Bands ist, aus dem von dem 
IRD ausgegebenen Bitstrom; 

einen EMM-Filter (303) zum Filtern der EMM 
aus dem von dem IRD ausgegebenen Bitstrom; 

eine Verweistabelle (304), um, in dem Fall, daB 
die EMM fur einen Copyright-Schutz durch eine 
Fernsehstation aktualisiert wird, die vorherige 
EMM zu speichern, welche zum Decodieren 
der CPTC-lnformation erforderliche Informati- 



on enthalt, und die CPTC-lnformation entspre- 
chend der Reproduktion auszugeben, um das 
Programm des kopierten Kassettenbands kon- 
tinuierlich zu reproduzieren; 

5 

einen EMM-Verarbeitungsabschnitt (307) zum 
Verarbeiten der EMM unter Verwendung der 
von dem EMM-Filter ausgegebenen EMM und 
der Verweistabelle und des von dem CPTC/ 
10 Bandzustand-Signalfilter ausgegebenen 

Bandzustand-Signals; 

einen CPTC-Verarbeitungsabschnitt (306) zum 
Verarbeiten der CPTC-lnformation unter Ver- 
15 wendung der von dem CPTC/Bandzustand-Si- 

gnalfilter und dem EMM-Verarbeitungsab- 
schnitt ausgegebenen Signale; und 

einen CA-Verarbeitungsabschnitt (305) zum 
20 Ausgeben von einem Steuerwort (CW) unter 

Venwendung der von dem ECM-Filter und dem 
EMM-Verarbeitungsabschnitt ausgegebenen 
Signale. 

25 56. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 54, wobei die Chipkarte umfaBt: 

einen ECM-Filter (311) zum Filtern der ECM 
30 aus dem von dem IRD ausgegebenen Bitstrom; 

einen EMM-Filter (312) zum Filtern der EMM 
enthaltend die EMM aus dem von dem IRD 
ausgegebenen Bitstrom; 

35 

einen Bandzustandsignalfilter (313) zum Fil- 
tern des Bandzustandsignals, das von dem 
IRD ausgegeben wird; 

40 eine Verweistabelle (314), um, in dem Fall, daB 

die EMM fur einen Copyrightschutz durch eine 
Fernsehstation aktualisiert wird, die vorherige 
EMM zu speichern, welche zum Decodieren 
der CPTC-lnformation erforderliche Informati- 

45 on enthalt, und CPTC-lnformation entspre- 

chend der Reproduktion auszugeben, um das 
Programm des kopierten Kassettenbands kon- 
tinuierlich zu reproduzieren; 

50 einen EMM-Verarbeitungsabschnitt (317) zum 

Verarbeiten der EMM unter Verwendung der 
von dem EMM-Filter ausgegebenen EMM und 
der Verweistabelle und des von dem Bandzu- 
standsignalfilter ausgegebenen Bandzustand- 

55 signals; 

einen CPTC-Verarbeitungsabschnitt (31 6) zum 
Verarbeiten der CPTC-lnformation unter Ver- 
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wendung der von dem EMM-Filter und dem 
Bandzustandsignalfilter ausgegebenen Signa- 
ls, um dadurch die EClVI, das Losclierlaubnis- 
signal und das ID-Signal auszugeben; und 

5 

einen CA-Verarbeitungsabschnitt (315) zum 
Ausgeben eines Steuerworts unter Verwen- 
dung der von dem ECM-Filter und dem EMM- 
Verarbeitungsabschnitt ausgegebenen Signa- 
le. 10 



57. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 54, wobei der DVCR umfaBt: 

15 

einen Deckmechanismus (406); 



einen Fehlerkorrektur-Codierer/Decodierer 
(403) zum Korrigieren der Fehler von Daten, 50 
die von dem Digitaldatenverarbeitungsab- 
schnitt ausgegeben werden, und Codieren und 
Decodieren der Daten, die zu dem Digitalda- 
tenverarbeitungsabschnitt auszugeben sind. 

55 

58. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 35, wobei der Programmempfangsabschnitt 



umfaRt: 

einen DVCR (232) fur eine Erfassung/Analyse 
der CPTC-lnformation aus dem von dem Auf- 
zeichnungsmedium ubertragenen Bitstrom, 
Ausgeben eines Steuerworts und von Signalen 
fur ein Steuern eines unerlaubten Sehens/Ko- 
pierens, und Reproduzieren chiffrierterdigitaler 
Audio/Video-Daten; und 

einen IRD (231) zum Empfangen des Steuer- 
worts und von Signalen fur ein Steuern eines 
unerlaubten Sehens/Kopierens, die von dem 
DVCR (232) ausgegeben werden, Dechiffrie- 
ren derchiffrierten digitalen Audio/Video-Daten 
und Ausgeben analoger Audio/Video-Daten, 
die anzuzeigen oder aufzuzeichnen sind. 

59. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 58, wobei der DVCR umfaBt: 

einen CPTC-Erfassung/Verarbeitung-Ab- 
schnitt (276) fur eine Erfassung/Analyse der 
CPTC-lnformation aus dem von dem Aufzeich- 
nungsmedium ubertragenen Bitstrom und eine 
Ausgabe des Steuerworts und von Signalen fur 
ein unerlaubtes Sehen/Kopieren; und 

einen Reproduktionsabschnitt (277) zum Re- 
produzieren des von dem Aufzeichnungsmedi- 
um ubertragenen Bitstroms und Ausgeben die- 
ses zu dem IRD. 

60. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 59, wobei der IRD umfaRt: 

eine Digitalausgabe-Steuereinheit (272) zum 
Empfangen des Steuerworts und von Signalen 
fur ein Steuern eines unerlaubten Sehens/Ko- 
pierens, die von dem CPTC-Erfassung/Verar- 
beitung-Abschnitt ausgegeben werden, und 
Steuern der Ausgabe der von dem Reproduk- 
tionsabschnitt ausgegebenen chiffrierten digi- 
talen Audio-Video-Daten, um diese anzuzei- 
gen; 

einen Dechiffrierer (273) zum Dechiffrieren der 
chiffrierten digitalen Audio/Video-Daten, die 
von der Digitalausgabe-Steuereinheit entspre- 
chend dem Steuenwort ausgegeben werden, 
welches von der Digitalausgabe-Steuereinheit 
ausgegeben wird; und 

einen Anzeigeverarbeitungsabschnitt (273) 
zum Verarbeiten und Ausgeben der digitalen 
Audio/Video-Daten, die von dem Dechiffrierer 



einen Aufzeichnung/Reproduktion-Abschnitt 
(405) zum Aufzeichnen digitaler Daten auf Kas- 
settenbandentsprechenddem Deckmechanis- 20 
mus und Reproduzieren der auf Kassetten- 
band aufgezeichneten digitalen Daten; 

einen Reproduktionanzahl-Erfassung/Aktuali- 
sierung-Abschnitt (401) zum Erfassen/Aktuali- 25 
sieren der Reproduktionanzahl aus den digita- 
len Daten, die von dem Aufzeichnung/Repro- 
duktion-Abschnittreproduziert werden, und 
Ausgeben dieser zu dem IRD, um diese in dem 
Aufzeichnung/Reproduktion-Abschnitt wieder- 30 
aufzuzeichnen; 

einen Digitaldatenverarbeitungsabschnitt 
(402) zum Verarbeiten der von dem Aufzeich- 
nung/Reproduktion-Abschnitt reproduzierten 35 
digitalen Daten, Ausgeben dieser zu dem IRD 
und Ausgeben einer Schaltstellunginformation 
fur ein Aufzeichnen und Reproduzieren; 

einen Aufzeichnung/Wiedergabe-Schaltab- 40 
schnitt (404) zum Ausgeben eines Schaltsi- 
gnals fur ein Steuern der Reproduktionsanzahl, 
der Reproduktion von digitalen Daten und der 
Aufzeichnung der aktualisierten Reprodukti- 
onsanzahl unter Verwendung der Schaltstel- ^5 
lunginformation, die von dem Digitaldatenver- 
arbeitungsabschnitt ausgegeben wird; und 
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ausgegeben werden, um diese anzuzeigen. 

61. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 35, wobei der Programmempfangsabschnitt 
umfafSt: 

einen DVCR (265) zum Reproduzieren derchif- 
frierten digitalen Audio/Video-Daten und der 
uber ein Aufzeichnungsmedium auf Kassetten- 
band aufgezeichneten CPTC-lnformation, und 
Ausgeben dieser zu dem IRD; 

einen IRD (266) zum Decodieren/Decliiffrieren 
des von dem DVCR ubertragenen Bitstroms 
und Ausgeben von anzuzeigenden analogen 
Audio/Video-Daten; und 

eine Cliipkarte (261) zum Entschlussein des 
von dem IRD ausgegebenen Bitstroms, Erfas- 
sen/Analysieren der CPTC und Ausgeben des 
Steuerworts und der Signale zum Steuern des 
Kopierens zu dem IRD, um dadurch einen Ko- 
pierschutz und/oder bedingten Zugriff vorzuse- 
hen. 

62. Schutzeinrichtung gegen unerlaubtes Sehen/Ko- 
pieren fur ein digitales Fernsehsystem nach An- 
spruch 54 Oder Anspruch 61 , wobei der IRD umfaBt: 

eine Aufzeichnung/Digitalausgabe-Steuerein- 
heit (262) zum Decodieren des von dem Fern- 
sehmedium und DVCR ubertragenen Bit- 
stroms, Ausgeben an die Chipkarte, Empfan- 
gen des Steuerworts und von Signalen fur ein 
Steuern eines unerlaubten Sehens/Kopierens, 
die von der Chipkarte ausgegeben werden, und 
Steuern der Ausgabe der chiffrierten digitalen 
Audio/Video-Daten zum Zwecke des Aufzeich- 
nens und Anzeigens; 

einen Dechiffrierer (263) zum Dechiffrieren der 
chiffrierten digitalen Audio/Video-Daten, die 
von der Aufzeichnung/Digitalausgabe-Steuer- 
einheit ausgegeben werden, entsprechend 
dem von der Aufzeichnung/Digitalausgabe- 
Steuereinheit ausgegebenen Steuerwort; und 

einen Anzeigeverarbeitungsabschnitt (264) 
zum Verarbeiten und Ausgeben der von dem 
Dechiffrierer ausgegebenen digitalen Audio/Vi- 
deo-Daten, die anzuzeigen sind. 



Revendications 

1. Precede de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique. 



comprenant : 

une etape d'emission de signal audio/video 
consistant a multiplexer (106) et a emettre des 

5 mots de commande chiffres, une information 

CPTC chiffree pour la protection centre la vue/ 
copie illegale, et un train de bits audio/video 
embrouille utilisant ces mots de commande; et 
une etape de reception audio/video consistant 

10 a dechiffrer (111) le train de bits emis pour ob- 

tenir I'information CPTC et les mots de com- 
mande, a utiliser cette information CPTC pour 
decider (11 5) si I'enregistrement du train de bits 
audio/video sur une bande en cassette est 

15 autorise ou non, et a utiliser les mots de com- 

mande pour effectuer un desembrouillage 
(116) et un decodage (117) du train de bits 
emis, pourfournirdes signaux audio/video a un 
moniteur. 

20 

2. Precede de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 1, dans lequel rinformation CPTC est 
fermatee en un champ de commande de copie de 
25 generation pour limiter le nombre de copies dispo- 
nibles, et en un champ de commande de reproduc- 
tibilite pour limiter la reproduction d'une emission 
copiee. 

30 3. Precede de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 2, dans lequel rinformation CPTC est 
fermatee de fagon a contenir un champ d'informa- 
tien de desembrouillage dans lequel une partie des 

35 mots de commande pour le desembrouillage sent 
enregistres. 

4. Precede de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
40 vendication 2, dans lequel rinformation CPTC est 
fermatee de fagen a contenir en outre un champ CA 
dans lequel une information CA pour I'acces condi- 
tionnel est enregistree. 

45 5. Precede de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 2, dans lequel le champ de commande 
de copie de generation est constitue d'un champ de 
generation admissible pour limiter le nombre de co- 

50 pies admissibles et un champ de generation pre- 
sente pour indiquer la generation presente d'une 
emission copiee. 

6. Precede de protection centre la vue/copie illegale 
55 pour un systeme de diffusion numerique selon la re- 
vendication 2, dans lequel le champ de commande 
de reproduction est constitue d'un champ de nom- 
bre reproductible pour limiter le nombre de repro- 
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ductions d'une emission copiee, et un cliamp de 
temps de reproduction maximal pour limiter le 
temps pour reproduire I'emission copiee. 

7. Precede de protection contre la vue/copie illegale 5 
pour un systeme de diffusion numerique selon la re- 
vendication 1, dans lequel si I'enregistrement sur 
bande en cassette est autorise, alors les donnees 
ainsi enregistrees sur bande en cassette contien- 
nent le train de bits audio/video embrouille et I'infor- io 
mation CPTC. 

8. Precede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 7, dans lequel Tinformation CPTC est 15 
ecrite en superposition sur le train de bits audio/vi- 
deo embrouille pour I'effet d'erreur et est enregis- 
tree sur la bande en cassette. 

9. Precede de protection contre la vue/copie illegale 20 
pour un systeme de diffusion numerique selon la re- 
vendication 7, dans lequel I'information CPTC est 
enregistree sur une partie d'une piste quelconque 
parmi la piste audio de la bande en cassette, la piste 

de commande de la bande en cassette ou la piste 25 
video de la bande en cassette. 

10. Precede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 1 , dans lequel I'etape d'emission de si- 30 
gnal audio/video comprend les etapes suivantes : 

en cede le train de bits audio/video; 

on genere (105) un mot de commande pour 

rembrouillage; 35 

on embrouille (104) le train de bits audio/video 

code, en utilisant le mot de commande genere; 

en genere (102) une information CPTC pour la 

protection centre la vue/copie illegale; 

on chiffre (1 03) le mot de code et Tinformation 40 

CPTC; et 

en multiplexe (106) et en emet le train de bits 
audio/video embrouille et rinformation CPTC 
chiffree. 

45 

11. Precede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 1 , dans lequel I'etape d'emission de si- 
gnal audio/video comprend les etapes suivantes : 

50 

on code (100) le train de bits audio/video; 
on genere (105) un mot de code pour rem- 
brouillage; 

en embrouille (104) le train de bits audio/video 
code, en utilisant le mot de code genere; 55 
on genere (102) une information CPTC pour la 
protection contre la vue/copie illegale; 
on genere (101) une information d'acces con- 



ditionnel (CA) pour la reception conditionnelle; 
on chiffre (1 03) I'information CPTC et I'informa- 
tion CA ; et 

on multiplexe (1 06) et on emet le train de bits 
audic/video embrouille et I'information CPTC et 
I'information d'acces conditionnel chiffrees. 

12. Precede de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 1, dans lequel I'etape de reception 
audio/video comprend les etapes suivantes : 

on filtre (1 1 0) le train de bits emis eton dechiffre 
(111) I'information CPTC; 
on analyse (113) I'information CPTC pour ge- 
nerer un mot de commande et un signal pour 
commander la protection de copyright et pour 
actualiser I'information CPTC; 
on decide (115) d'autoriser ou non I'enregistre- 
ment sur une bande en cassette du train de bits 
embrouille et emis, conformement au signal 
pour commander la protection de copyright; et 
on desembrouille (116) et on decode (117) le 
train de bits emis en utilisant le mot de com- 
mande, et on emet en sortie un signal audio/ 
video. 

13. Precede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 12, dans lequel la totalite du mot de 
commande est contenue dans I'information CPTC. 

14. Precede de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 7, dans lequel une information de mes- 
sage de commande d'autorisation (ou ECM pour 
"Entitlement Control Message") et une information 
de message de gestion d'autorisation (ou BMM 
pour "Entitlement Management Message") sont in- 
cluses dans remission. 

15. Precede de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 14, dans lequel I'etape de reception 
audio/video comprend les etapes suivantes : 

en filtre le train de bits emis et on dechiffre I'in- 
formation CPTC et le met de commande; 
en filtre le mot de commande; 
on analyse I'infermatien CPTC pour generer un 
mot de commande et un signal pour comman- 
der la protection de copyright et pour actualiser 
I'information CPTC; 

on decide d'autoriser ou non I'enregistrement 
conformement au signal pour commander la 
protection de copyright, pour enregistrer sur 
une bande en cassette le train de bits em- 
brouille et emis; et 



31 



61 



EP 0 763 936 B1 



62 



on desembrouille et on decode le train de bits 
emis en utilisant les mots de commande et on 
emet en sortie un signal audio/video. 

16. Procede de protection centre la vue/copie illegale 5 
pour un systeme de diffusion numerique selon I'une 
quelconque des revendications 12 ou 15, dans le- 
quel I'etape d'analyse de Tinformation CPTC (113) 
comprend les etapes suivantes: 

10 

on genere un mot de commande; 
on detecte (1 30, 1 31 , 1 32, 1 33) une generation 
admissible d'un champ de generation admissi- 
ble pour limiter le nombre disponible de copies 
d'une emission de Tinformation CPTC, et la ge- 15 
neration presente du champ de generation pre- 
sente indiquant la generation presente de 
remission qui est copiee, pour effectuer ainsi 
une designation de copie impossible et une ac- 
tualisation de Tinformation CPTC; et 20 
on detecte (134, 135, 136, 137) le nombre re- 
productible du champ de nombre reproductible, 
pour limiter le nombre de reproductions d'emis- 
sions copiees de I'information CPTC, le temps 
maximum reproductible du champ de temps re- 25 
productible maximal pour limiter le temps pour 
reproduire remission copiee; et le numero et le 
temps de reproduction de la bande, pour ainsi 
determiner un traitement de reproduction im- 
possible. 30 

17. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 16, dans lequel I'etape de limitation de 
nombre de copies comprend les etapes suivantes : 35 

on compare (130) la generation admissible du 
champ de generation admissible et la genera- 
tion presente du champ de generation presen- 
te, et on decide si la generation admissible est 40 
inferieure a la generation presente; 
si la generation admissible est inferieure a la 
generation presente, on genere (131 ) un signal 
de desactivation de sortie pour rendre la copie 
impossible, et on detruit le mot de commande; ^5 
et 

si la generation admissible n'est pas inferieure 
a la generation presente, on augmente (1 32) la 
generation presente de "1" et on enregistre le 
resultat sur une bande en cassette. 50 

18. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 17, dans lequel I'etape de limitation du 
nombre de copies comprend en outre I'etape con- 55 
sistant a actualiser (133) I'information CPTC, si la 
generation admissible n'est pas inferieure a la ge- 
neration presente. 



19. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 16 ou la revendication 17, dans lequel 
I'etape de limitation de reproduction comprend les 
etapes suivantes : 

on compare (134) le nombre reproductible du 
champ de nombre reproductible et le nombre 
de reproductions de bande, et on decide si le 
nombre reproductible est inferieur au nombre 
de reproductions de bande; 
si le nombre reproductible n'est pas inferieur au 
nombre de reproductions de bande, on compa- 
re (135) le temps reproductible maximal et le 
temps de reproduction de bande, et on decide 
si le temps reproductible maximal est inferieur 
au temps de reproduction de bande; 
si le temps reproductible maximal n'est pas in- 
ferieur au temps de reproduction de bande, on 
desactive (136) un signal d'effacement de per- 
mission pour permettre ainsi de reproduire 
remission copiee; et 

si le nombre reproductible est inferieur au nom- 
bre de reproductions de bande ou si le temps 
reproductible maximal est inferieur au temps de 
reproduction de bande, on active (1 37) le signal 
d'effacement de permission pour rendre impos- 
sible la reproduction de remission copiee, de 
fagon qu'une partie ou la totalite de remission 
enregistree sur bande en cassette soit effacee. 

20. Procede de protection, contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 14 ou la revendication 15, dans lequel 
une partie du mot de commande est contenue dans 
I'information CPTC. 

21. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 20, dans lequel le reste du mot de com- 
mande est contenu dans I'ECM. 

22. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 20, dans lequel le reste du mot de com- 
mande est contenu dans I'EMM. 

23. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 14 ou la revendication 15, dans lequel 
le mot de commande entier est contenu dans 
rECM. 

24. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 14 ou la revendication 15, dans lequel 
le mot de commande entier est contenu dans 
rEMM. 
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25. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 14, comprenant en outre une etape de 
reproduction et de reenregistrement, consistant a : 

5 

dechiffrer (121 ) les donnees enregistrees et re- 
produites sur bande en cassette, analyser 
(122) rinformation CPTC, decider (124) d'auto- 
riser ou non le reenregistrement, reenregistrer 
le resultat sur bande en cassette, filtrer le mot io 
de commande, et effectuer un desembrouillage 
(125) et 

un decodage (1 26) pour fournir en sortie un si- 
gnal audio/video. 

15 

26. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 25, dans lequel I'etape de reproduction 
et de reenregistrement audio/video comprend les 
etapes suivantes : 20 



27. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 40 
vendication 26, dans lequel I'etape de reproduction 

et de reenregistrement audio/video comprend I'eta- 
pe consistant a decider d'auto riser ou non une post- 
reproduction, conformement au signal pour com- 
mander la protection de copyright, pour effacer ain- ^5 
si une partie ou la totalite des donnees enregistrees 
sur bande en cassette. 

28. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 50 
vendication 25, dans lequel I'EMM contient une in- 
formation exigee pour decoder I'information. 

29. Procede de protection, contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 55 
vendication 28, comprenant en outre I'etape consis- 
tant a enregistrer et a traiter I'EMM, dans laquelle, 
dans le cas ou I'EMM est actualise par une station 



de diffusion en vue de la protection de copyright, 
I'EMM ayant I'information exigee pour decoder Tin- 
formation CPCT est stocke de fagon a reproduire 
de maniere continue des emissions de bande en 
cassette copiee. 

30. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 29, dans lequel un numero d'identifica- 
tion indiquant I'actualisation de I'EMM est enregis- 
tre sur la bande en cassette. 

31. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 30, dans lequel I'EMM est stocke en 
correspondance avec I'etat d'actualisation et le nu- 
mero d'identification de bande en cassette . 

32. Procede de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 31 , dans lequel I'etape de stockage et 
de traitement de I'EMM comprend les etapes 
suivantes ; 

on stocke tous les EMM a actualiser et I'infor- 
mation d'identification correspondante; 
on selectionne I'EMM le plus recent dans I'en- 
registrement de bande en cassette; 
on enregistre un numero d'identification corres- 
pondant; et 

on selectionne un EMM correspondant au nu- 
mero d'identification enregistre sur bande en 
cassette dans la reproduction de la bande en 
cassette. 

33. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique, 
comprenant : 

une section de production d'emission congue 
pour multiplexer et emettre des mots de com- 
mande chiffres, une information CPTC chiffree 
pour interdire la vue/copie illegale, et un train 
de bits audio/video embrouille en utilisant les 
mots de commande, pour realiser ainsi une 
emission; 

une section de support de distribution (201) 
congue pour distribuer, au moyen d'un support 
de transmission, remission realisee dans la 
section de production d'emission ; et 
une section de reception d'emission (202) con- 
gue pour obtenir et dechiffrer I'information 
CPTC et des mots de commande, et pour de- 
sembrouiller et decoder le train de bits audio/ 
video a partir de remission emise par la section 
de support de distribution, en utilisant les mots 
de commande, pour utiliser I'information CPTC 
pour decider si I'enregistrement sur bande en 



on filtre (120) les donnees enregistrees et re- 
produites sur bande video, et on dechiffre (121) 
I'information CPTC; 

on analyse (122) I'information CPTC pour ge- 25 
nerer des mots de commande et un signal pour 
commander la protection de copyright et I'ac- 
tualisation de I'information CPTC; 
on decide (124) d'autoriser ou non I'enregistre- 
ment conformement au signal de commande 30 
de la protection de copyright, et on enregistre 
sur bande en cassette le train de bits embrouille 
et emis; et 

on desembrouille (125) et on decode (126) le 
train de bits emis, en utilisant les mots de com- 35 
mande, pour emettre en sortie un signal audio/ 
video. 
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cassette du train de bits audio/video est auto- 
rise ou non, et pourfournir a un moniteur le train 
de bits audio/video desembrouille et decode. 

34. Appareil de protection, centre la vue/copie illegale 5 
pour un systeme de diffusion numerique selon la re- 
vendication 33, dans lequel la section de production 
d'emission comprend : 



35. Appareil de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 30 
vendication 33, dans lequel la section de support 

de distribution comprend Tun au moins des ele- 
ments suivants : 

un support de diffusion (208) pourdistribuerpar 35 
diffusion terrestre, par satellite ou par cable, 
remission realisee par la section de production 
d'emission (200); et 

un support d'enregistrement (209) pour distri- 
buer par bande en cassette remission realisee 40 
par la section de production d'emission. 

36. Appareil de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 35, dans lequel la section de reception ^5 
d'emission (202) comprend : 



sembrouiller le train de bits audio/video regu a 
partir de la section de support de distribution 
(202), pour generer un signal audio/video; 
une section de decodage (213) pour decoder 
et visualiser le signal audio/video qui est fourni 
par la section de desembrouillage; et 
une section d'enregistrement/reproduction 
(214) pour enregistrer sur bande en cassette le 
train de bits audio/video regu a partir du support 
de distribution, conformement au signal de sor- 
tie de la section de detection/analyse de CPTC, 
et ensuite pour effectuer une reproduction a 
partir de la bande en cassette, pour fournir ainsi 
le resultat a la section de desembrouillage et a 
la section de detection/analyse de CPTC. 

37. Appareil de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendicatien 33, dans lequel 1 "information CPTC est 
formatee en un champ de cemmande de copie de 
generation pour limiter le nombre de copies dispe- 
nibles, et un champ de cemmande de reproductibi- 
lite pour limiter la reproduction d'une emission co- 
piee. 

38. Appareil de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendicatien 37, dans lequel I'lnformation CPTC est 
formatee de fagon a contenir en outre un champ 
d'information de desembrouillage dans lequel la te- 
talite ou une partie des mots de cemmande pour le 
desembrouillage est enregistree. 

39. Appareil de protection' centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendicatien 37, dans lequel I'lnformation CPTC est 
formatee de fagon a contenir en outre un champ 
d'acces cenditiennel (CA) dans lequel une informa- 
tion CA est enregistree. 

40. Appareil de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendicatien 37, dans lequel le champ de cemmande 
de copie de generation est censtitue d'un champ de 
generation admissible pour limiter le nombre de co- 
pies admissibles et un champ de generation pre- 
sente pour indiquer la generation presente d'une 
emission cepiee. 

41. Appareil de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendicatien 37, dans lequel le champ de cemmande 
de reproduction est censtitue d'un champ de nom- 
bre reproductible pour limiter le nombre de repro- 
ductions d'une emission cepiee, et un champ de 
temps reproductible maximal pour limiter le temps 
pour repreduire remission cepiee. 



une section de dechiffrement (21 0) pourdechif- 
frer remission regue a partir du support de dif- 
fusion; 50 
une section de detection/analyse de CPTC 
(211) pour detecter et analyser I'lnformation 
CPTC prevenant de la sortie de la section de 
dechiffrement ou du support d'enregistrement, 
et pour fournir en sortie des signaux pour com- 55 
mander le mot de commande et la vue/copie 
illegale; 

une partie de desembrouillage (212) pour de- 



un generateur de mot de commande (203) pour io 
generer un mot de commande pour I'em- 
brouillage; 

un generateur CPTC (204) pour generer I'lnfor- 
mation CPTC pour interdire la vue/copie illega- 
le; 15 
une section d'embrouillage (206) pour em- 
brouiller le train de bits audio/video en ; utilisant 
le mot de commande emis par le generateur de 
mots de commande; 

une section de chiffrement (205) pour chiffrer 20 
le mot de commande emis par le generateur de 
motde commande et I'lnformation CPTC emise 
par le generateur CPTC; et 
un additionneur (207) pour multiplexer les si- 
gnaux emis par la section d'embrouillage et la 25 
section de chiffrement et pour les emettre vers 
la section de support de distribution. 



34 



67 



EP 0 763 936 B1 



68 



42. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 33, dans lequel les donnees enregis- 
trees sur bande en cassette contiennent un train de 
bits audio/video embrouille et une information 5 
CPTC. 

43. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 42, dans lequel Tinformation CPTC est io 
ecrite en superposition sur le train de bits audio/vi- 
deo embrouille pour I'effet d'erreur, et est enregis- 
tree sur bande en cassette. 

44. Appareil de protection, contre la vue/copie illegale 15 
pour un systeme de diffusion numerique selon la re- 
vendication 42, dans lequel I'information CPTC est 
enregistree sur une partie d'une piste quelconque 
parmi la piste audio de bande en cassette, la piste 

de commande de bande en cassette ou la piste vi- 20 
deo de bande en cassette. 

45. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 33, dans lequel la totalite du mot de 25 
commande est contenue dans I'information CPTC. 

46. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 33, dans lequel le train de bits emis con- 30 
tient une information de message de commande 
d'autorisation (ou ECM pour "Entitlement Control 
Message") et de message de gestion d'autorisation 

(ou EMM pour "Entitlement Management Messa- 
ge"). 35 

47. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 46, dans lequel une partie du mot de 
commande est contenue dans I'information CPTC. 40 

48. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 47, dans lequel le reste du mot de com- 
mande est contenu dans I'ECM. ^5 

49. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 47, dans lequel le reste du mot de com- 
mande est contenu dans I'EMM. 50 

50. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 46, dans lequel le mot de commande 
entier est contenu dans I'ECM. 55 

51. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 



vendication 46, dans lequel le mot de commande 
entier est contenu dans I'EMM. 

52. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 46, dans lequel la section de reception 
d'emission comprend : 

un recepteur/decodeur integre (ou IRD pour 
"Integrated Receiver/Decoder") (222) pour re- 
cevoir, decoder et desembrouiller le train de 
bits emis a partir du support de diffusion, emet- 
tre des donnees audio/video analogiques a vi- 
sualiser et emettre des donnees audio/video 
numeriques embrouillees a enregistrer sur 
bande en cassette; et 

une carte a puce (221) pour dechiffrer le train 
de bits emis par I'lRD, detecter/analyser I'infor- 
mation CPTC, et emettre vers I'lRD le mot de 
commande et des signaux pour commander la 
vue/copie illegale, afin de realiser un acces 
conditionnel et une protection de copie. 

53. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 52, dans lequel la , section de reception 
d'emission comprend en outre une table a consulter 
pour, dans le cas ou I'EMM est actualise par une 
station de diffusion en vue de la protection de co- 
pyright, stocker I'EMM ayant I'information exigee 
pour decoder I'information CPTC, et emettre vers 
la carte a puce I'information CPTC correspondante, 
en reproduction, afin de reproduire continuellement 
remission de la bande en cassette copiee. 

54. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 52, dans lequel la section de reception 
d'emission comprend en outre un magnetoscope a 
cassette numerique (223) pour enregistrer sur ban- 
de en cassette les donnees audio/video numeri- 
ques et I'information CPTC embrouillees et emises 
par I'lRD, et pour reproduire les donnees audio/vi- 
deo numeriques et I'information CPTC em- 
brouillees, enregistrees sur bande en cassette, 
pour les fournir a I'lRD. 

55. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 54, dans lequel la carte a puce 
comprend : 

un filtre d'ECM (301) pour filtrer I'ECM a partir 
du train de bits emis par I'lRD; 
un filtre de CPTC / signal d'etat de bande (302) 
pour filtrer I'information CPTC et le signal d'etat 
de bande indiquant I'etat de la bande, a partir 
du train de bits emis par I'lRD; 
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un filtre d'EMM (303) pour filtrer I'EMM a partir 
du train de bits emis par I'IRD; 
une table a consulter (304) pour, dans le cas 
ou I'EIVIM est actualise pour la protection de co- 
pyright par une station de diffusion, stocker Tin- 5 
formation precedente contenant I'EMM, exigee 
pour decoder Tinformation CPTC, et emettre 
rinformation CPTC correspondante, en repro- 
duction, afin de reproduire continuellement 
remission de bande en cassette copiee; io 
une section de traitement d'EMM (307) pour 
traiter I'EMM en utilisant I'EMM emis par le filtre 
d'EMM et la table a consulter, et le signal d'etat 
de bande emis par le filtre de CPTC / signal 
d'etat de bande; 15 
une section de traitement de CPTC (306) pour 
traiter I'information CPTC en utilisant les si- 
gnaux emis par le filtre de CPTC / signal d'etat 
de bande et la section de traitement d'EMM; et 
une section de traitement d'acces conditionnel 20 
(305) pour emettre un mot de commande (CW) 
en utilisant les signaux emis par le filtre d'ECM 
et la section de traitement d'EMM. 

Appareil de protection centre la vue/copie illegale 25 
pour un systeme de diffusion numerique selon la re- 
vendication 54, dans lequel la carte a puce 
comprend : 

un filtre d'ECM (311) pour filtrer I'ECM a partir so 
du train de bits emis par I'IRD; 
un filtre d'EMM (312) pour filtrer I'EMM conte- 
nant I'EMM, a partir du train de bits emis par 
I'IRD; 

un filtre de signal d'etat, de bande (313) pour 35 
filtrer le signal d'etat de bande emis par I'IRD; 
une table a consulter (314) pour, dans le cas 
ou I'EMM est actualise pour la protection de co- 
pyright par une station de diffusion, stocker Tin- 
formation precedente contenant I'EMM exigee 40 
pour decoder I'information CPTC, et emettre 
I'information CPTC correspondante, en repro- 
duction, afin de reproduire continuellement 
remission de bande en cassette copiee; 
une section de traitement d'EMM (317) pour ^5 
traiter I'EMM en utilisant I'EMM emis par le filtre 
d'EMM et la table a consulter, et le signal d'etat 
de bande emis par le filtre de signal d'etat de 
bande; 

une section de traitement de CPTC (31 6) pour 50 
traiter I'information CPTC en utilisant les si- 
gnaux emis par le filtre d'EMM et le filtre de si- 
gnal d'etat de bande, pour emettre ainsi I'ECM, 
un signal d'effacement d'autorisation et un si- 
gnal d'identification; et 55 
une section de traitement d'acces conditionnel 
(315) pour emettre un motde commande en uti- 
lisant les signaux emis par le filtre d'ECM et la 



section de traitement d'EMM. 

57. Appareil de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 54, dans lequel le magnetoscope a cas- 
sette numerique comprend : 

un mecanisme de platine (406); 
une section d'enregistrement/reproduction 
(405) pour enregistrer des donnees numeri- 
ques sur une bande en cassette, avec le me- 
canisme de platine, et reproduire les donnees 
numeriques enregistrees sur une bande en 
cassette; 

une section de detection/actualisation de nom- 
bre de reproductions (401) pour detecter/ac- 
tualiser le nombre de reproductions a partir des 
donnees numeriques reproduites par la section 
d'enregistrement/reproduction, et pour le four- 
nir a I'IRD afin de le reenregistrer dans la sec- 
tion d 'enregistrement/reproduction; 
une section de traitement de donnees numeri- 
ques (402) pour traiter les donnees numeriques 
reproduites par la section d'enregistrement/re- 
production, pour les emettre vers I'IRD, et pour 
emettre une information de position de commu- 
tation pour I'enregistrement et la reproduction; 
une section de commutation d'enregistrement/ 
reproduction (404) pour fournir un signal de 
commutation pour commander le nombre de 
reproductions, la reproduction de donnees nu- 
meriques et I'enregistrement du nombre de re- 
productions actualise, en utilisant I'information 
de position de commutation qui est fournie par 
la section de traitement de donnees numeri- 
ques; et 

un codeur/decodeur de correction d'erreur 
(403) pour corriger I'erreur de donnees emises 
par la section de traitement de donnees nume- 
rique, et pour coder et decoder les donnees a 
fournir a la section de traitement de donnees 
numeriques. 

58. Appareil de protection centre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 35, dans lequel la section de reception 
d'emission comprend : 

un magnetoscope a cassette numerique (232) 
pour detecter/analyser I'information CPTC pro- 
venantdu train de bits emis par le support d'en- 
registrement, pour fournir un mot de comman- 
de et des signaux pour commander la vue/co- 
pie illegale, et pour reproduire des donnees 
audio/video numeriques embrouillees; et 
un IRD (231 ) pour recevoir le mot de comman- 
de et des signaux pour commander la vue/co- 
pie illegale fournis par le magnetoscope a cas- 
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sette numerique (232), pour desembrouiller les 
donnees audio/video numeriques em- 
brouillees, et pour fournir des donnees audio/ 
video analogiques a visualiser ou a enregistrer. 

5 

59. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 58, dans lequel le magnetoscope a cas- 
sette numerique comprend : 

10 

une section de detection / traitement de CPTC 
(276) pour detecter/analyser I'lnformation de 
CPTC provenant du train de bits emis par le 
support d'enregistrement, et pour emettre le 
mot de commande et des signaux pour la vue/ 15 
copie illegale; et 

une section de reproduction (277) pour repro- 
duire le train de bits emis par le support d'en- 
registrement et pour I'emettre vers I'lRD. 

20 

60. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 59, dans lequel I'lRD comprend : 

une unite de commande de sortie numerique 25 
(272) pour recevoir le mot de commande et des 
signaux pour commander la vue/copie illegale 
qui sont emis par la section de detection/traite- 
ment de CPTC, et pour commander la sortie 
des donnees audio/video numeriques em- 30 
brouillees qui sont fournies par la section de re- 
production, afin de les visualiser; 
un desembrouilleur (273) pour desembrouiller 
les donnees audio/video numeriques em- 
brouillees emises par I'unite de commande de 35 
sortie numerique, conformement au mot de 
commande emis par I'unite de commande de 
sortie numerique; et 

une section de traitement de visualisation (273) 
pour traiter et emettre en sortie les donnees 40 
audio/video numeriques emises par le desem- 
brouilleur. afin de les visualiser. 

61. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- ^5 
vendication 35, dans lequel la section de reception 
d'emission comprend : 

un magnetoscope a cassette numerique (265) 
pour reproduire les donnees audio/video nu- 50 
meriques et I'lnformation CPTC embrouillees 
enregistrees sur bande en cassette par I'inter- 
mediaired'un support d'enregistrement, et pour 
les emettre vers I'lRD; 

un IRD (266) pour decoder/desembrouiller le 55 
train de bits emis par le magnetoscope a cas- 
sette numerique, et pour emettre des donnees 
audio/video analogiques a visualiser; et 



une carte a puce (261) pour dechiffrer le train 
de bits emis par I'lRD, detecter/analyser le 
CPTC, et emettre vers I'lRD le motde comman- 
de et des signaux pour commander la copie, 
pour effectuer ainsi une protection contre la co- 
pie et/ou un acces conditionnel. 

62. Appareil de protection contre la vue/copie illegale 
pour un systeme de diffusion numerique selon la re- 
vendication 54 ou la revendication 61, dans lequel 
I'lRD comprend : 

une unite de commande d'enregistrement/sor- 
tie numerique (262) pour decoder le train de 
bits transmis a partir du support de diffusion et 
du magnetoscope a cassette numerique, 
I'emettre vers la carte a puce, recevoir le mot 
de commande et des signaux pour commander 
la vue/copie illegale qui sont emis par la carte 
a puce, et commander la sortie des donnees 
audio/video numeriques embrouillees, en vue 
de I'enregistrement et de la visualisation; 
un desembrouilleur (263) pour desembrouiller 
les donnees audio/video numeriques em- 
brouillees emises par I'unite de commande 
d'enregistrement/sortie numerique conforme- 
ment au mot de commande emis par I'unite de 
commande d'enregistrement/sortie numeri- 
que; et 

une section de traitement de visualisation (264) 
pour traiter et emettre les donnees audio/video 
numeriques emises par le desembrouilleur, 
pour les visualiser. 



37 



EP 0 763 936 B1 



F I GA 
(conventional art) 



Analog TV displayed 
in a sharp screen 




distortedly-displayed analog TV 



38 



EP 0 763 936 B1 



F I G.2 
(conventional art) 




39 



EP 0 763 936 B1 




40 



EP 0 763 936 B1 



F I G.4 



25 

-4— 

IR. 
receiver 



26 

—4- 

telco 
modem 



Ncg 

venfier 
code 



Jl 



IRD 
software 



tuner/ 
jfat 



demodulate 



28 



29 — 



transport 
IC 









card reader 
interface ' 




. 1 
f 


access 


card 





20 



—27 



RF 
modulator 



--34 



RF 

NTSC 



video 
decoder 



—30 



encoder/- i33^^SC 
anti-tape 
D/A 



frame 
memory 



I 



MP^G 
audio 
decoder 



•-31 
—32 



--35 
D/A 



L 
R 



system --24 
memory 



41 



EP 0 763 936 B1 



F 1 G.5 



28 



— derno(lui^tor 
T FEC 



Smart Card «58 



ECM 
EMM 



CW 



CA S/W 
software 



-39 



37 



29 



descrombler 



I/O Data port 



42 



EP 0 763 936 B1 



F 1 G.6a 



scrambled 
digital data 



+ 



CPTC 



scrambled 
digital date 



✓ 

✓ 

y 


1 decryption 


^ ^ 


^ ^^^^ 


generational 
copy control field 


reproduction 
control field 


descrambled 
information fide 


penmi^ible 
gen^a^u^onal 


present , 
generational 
field 


reproducible 
number field 


maximiim 
reproducible 
ume field 






F 


1 G.6b 







+ 



ECM containing CPTC 



^decryption • — ^ 



scrambling 
information 
field 


OA 
field 


generational copy 
control field 


reproduction 
control field 




permissible 
gen^ajt^onal 


present . 
generational 
field 


reprodudble 
number 
field 


maximum 
reproducible 
Sme field 



43 



EP 0 763 936 B1 



F 1 G.7 





reproducible 



:non -reproducible , ^ , u > 

predetermined nrnber/predetermmed time playback 



44 



EP 0 763 936 B1 



F I G.8a 



audio track 



control track 

F I G.8b 



audio track 



CPTC 




control track 



s.cr.crr.bied 
digna! date 




F I G.8c 



audio track 

} 



////// 



control trcck 



CPTC 



F I G.8d 



audio track 

I 



video 
track 



77777F 




CPTC 



control track 



outer 
panty 



inner 
parity 




45 



EP 0 763 936 B1 



F I G.9 



audio/video 



audio/video bit stream 
encoding 



104 



scrannbling 




102 

CPlic 

information 
generation 



'103 



control word 
generation " 




46 



EP 0 763 936 B1 



transnnitted 
broodcastif^ bit stream 



F I G.10 



filtering 



'110 



decryption 



'111 



infomatiooJ-i 1 2 
analysis ^ 



information 
analysis 



control word & 
copyright protection 
update control stgnat-^IH 
generation 



L 



detemnine whether to 
allow recording according 

to copyright protection 
coni'^ol signal 



descrombling 



'115 



recording 



-116 



1 



! cucio/video 
1 N"3C decoding 



'117 



video /audio 



monitor 



(jjigitol 



VCR 



47 



EP 0 763 936 B1 



F 1 G.11 



CPTC or ECM 
containing CPTC 



including tape-state signal, 
reproduction jnumtjer and 
reproduction time 



CPTC or ECM 
containing CPTC 




out-disable 



CPTC or ECM 
containing CPTC 



enable-erase 



descrannbie 
infonnation 

Cw^^g§nera?or) 



48 



EP 0 763 936 B1 



F I G.12 



__J 

ECM.EMM.CPTC 
filtering 



I 



decryption 



CPTC 

information analysis 



I 



control word & - 
.copyright protection 
lupdate control signa 
generation 



'120 



'121 



'122 



'-23 



determine whether to 
allow recording occording 
to protection control signal 



— 124 



copying 



decryption 



'125 



( digital VCR~) 



audio/video decoding 
NTSC encoding 



nnonitor ^ 



— 126 



( digital VCR ) 



49 



EP 0 763 936 B1 



F I G.13 



IDi 




1D2 


EMM2 




EMM3 






lOn 


EMMn 


F 1 G.14 



recording/reproduction | 


ID 


reproduction 


state i 




number 



F I G.15 



recording 



select latest EMM 



tape -state 
input 




playback 



ID 



i I 



select EMM suitable 



ID 



EMM 



50 



EP 0 763 936 B1 


















o 


1 


u 






1 





CM 

























E 




o 








o 




CO 











CN 




51 



EP 0 763 936 B1 



F I G.17a 



22' 



CA CP 
smar. card 



transmitted 
program 



222 



( interf 



onalog 
Interface 



DVCR 



i 223 



digital 
interface 



rx 

recording 
tape 



F I G.17b 



221 



CA & CP 
smart card 



IRO 



222 



cnaiog 
interface 



223 



digital 
interface 



DVCR 



I 




1st generotiofTN 



52 



EP 0 763 936 B1 



F I G.18 



CA & CP 
smart cord 
(transmitting) 


231 




IRO 


) 






232 




DVC8 





onolog/ 
interface 



interfoce 



bled 
data 



CPTC 



;moK card 
Biterfoce 




F I G.19 



~ 11 * 

onooQ 



CA & CP 



OA A CP 



242 



IRQ 


-h 






*243 








interface 



digrtoi 
interfoce 



scrambled 
digital dota 

CPTC 

. smart cord 
interface 

^ displaying 
analog signal 



53 



EP 0 763 936 B1 



F I G.20 



251 



CA & CP 
smart card 



252 



IRD 



DVCR 



T 



analog/ 
interface 



: digital 
: interface 



C reproducing 
tape 




scrannbled 
digital data 

■CPTC 

,snnart card 
interface 

, displaying 
analog signal 



54 



EP 0 763 936 B1 



F I G.21 



scfombied 
dota 



^ /ECW,EMM\ 
V CPTC / 



Smart card --261 



EMM 
EMM 

CFTC 



cw 



CP control signal(enabIe-erose, 
updoted ECM.EMM.CPTC) 



recording/ 

digtal 
output controller 




analog 




-■-265 



digital output 
Jscrombler dato updoto 
+ECM.EMM,CPTC) 



F I G.22 



272 



digital output 
controller 



CPTC 
(=CW) 



detecting/ 
processing 
pornon 

276 




273 



dismay 
processing 
portion 



-276 

-^analog 



.scrambled 
data 



scrambled data 
(=CW) 



reproducinc L.275 
portion ^^^^^ 



277 



55 



EP 0 763 936 B1 



F ! G.23 



261 



CA & CP 



CA & CP 
smort card 



CA & CP software 
( -controller) 



EMM 
ECM 



CPTC 



CW 



ECM 



out-disable 



tape state 



enable-erase,I[l 



1 



266 



decoding 



descramble ! 



recording 

digital -+_262 
output 
controller 



to 
(^utput 
port 



OVCR 



'265 



F I G.24 



IRO- 



EMM 
enoble.erase 

ID 



T 



CW 



i 



301 



ECM 
filter 



t 



305 
processor 



T 



302 

, CPTC"^ 
/tape stote 
signal filter 



EMM 
filter 



303 



^tope stote sM ftoi 



306 



CPTC 
processor 



3ft 



307 



EMM 
processor 



EMM .ID 



304 

b 

EMM 
lookup table 



56 



EP 0 763 936 B1 



CW 




CA 
processor 



ECM.enable-erase 



F 1 G.25 



i 



312 



EMM 
filter 



CPTC 
processor 



tape state 
signal filter 



iook-uD 
table 



EMM ~ 


-3,7 j 


processor 





F I G.26 



reproduction i, 
number 



401 

f- 



reproduction 
^numljer 
detecting 
updating portion 



reprdduction 
nunnfaer 



402 



digital 

data 
processor 



nu mbers 1) i ^'^ "^ 



1 recording/ 
, reprgducing 
[switching portion 



404 



switch mq 
Signal 



recording/reproducing portion- —405 



deck mechcnisnn 



—406 



403 



effof ^ 
correctjop 
encoder/ 
decoder 



57 



